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— What's Trending

Stay Cyber Safe This Holiday Season

As the holiday season approaches, cyber criminals often ramp up phishing emails, fake shipping
notices, and fraudulent shopping sites to take advantage of busy schedules, office closures, and
vacations. Individuals and organizations should stay vigilant by verifying links before clicking,
avoiding sharing sensitive information over email, and reminding employees of safe online
practices. Jordan Rae Kelly offers insight into the tactics criminals use during the holiday season
in this WINK News segment. Watch Now >>

Jordan Rae Kelly also warns shoppers of heightened cyber-scam activity during Black Friday
and Cyber Monday, and how to stay protected in this WINK news segment. Watch Now >>

CYBER INCIDENT RESPONSE & 24/7 INCIDENT RESPONSE
CRISIS MANAGEMENT SUPPORT

#FTICYBERSECURITY-RESPONSE@fticonsulting.com
or call one of our Incident Response Hotlines below:

AUSTRALIA +61 2 8022 5707
DENMARK +45 55 95 99 26
FINLAND +358 9 42726042
FRANCE +33 1 89 53 24 96
GERMANY +49 69 9203 7002

HONG KONG +852 3768 4600
IRELAND +353 1 786 0820

ITALY +39 02 3055 4161
NETHERLANDS +31 20 7931079
SPAIN +34 917 93 51 40
UAE +971 4 439 5932
UK +44 20 3077 0476
US +1 202 312 9200
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We are here to support you whenever needed. Our incident response team is available around-
the-clock, globally, to respond to any incidents that may arise.

- Service Spotlight

National Security Risk Assessment

Why It Matters:

Multinational companies and foreign governments are operating in an increasingly unpredictable
geopolitical landscape. To stay ahead of potential threats to operations, reputation, and financial
performance, organizations need to regularly evaluate and assess risks. Conducting risk
assessments helps leaders identify vulnerabilities, anticipate changes in the global environment,
and make strategic decisions that protect enterprise value and maintain a competitive edge.

How FTI Cybersecurity Can Help:

We help organizations conduct risk assessments using a customized approach that identifies
exposures and geopolitical threats specific to their operations. Our team delivers actionable
insights, risk mitigation plans, and performance-enhancing strategies. Through a collaborative,
customized approach, we focus on what matters most to the organization and align our efforts
with goals and priorities.

Case Study:

FTI Cybersecurity was engaged by a US-based genetic research company to examine the
outbound network characteristics of its DNA sequencing equipment. FTI Cybersecurity experts
conducted an analysis that included network monitoring, software code review, operating
system vulnerability assessments, and hardware schematic review. Our team also created a
temporary, private internal network to conduct vulnerability assessments of each operating
system in use and to review code for potential leaks. FTI Cybersecurity determined that the
sequencing equipment made connections to several overseas Internet Protocol (IP) addresses.
After additional network testing of the software approved for US customers, it was verified that
the approved US version did not connect to the company’s foreign headquarters.

Learn More About Our National Security Risk Assessment Services

- |n the News

Intelligent Insurer, Cyber Insurance Awards Europe 2026

FTI Consulting Named a Cyber Security Consulting
Services Provider of the Year Finalist

FTI Consulting has been named a finalist in the Cyber Security Consulting Services Provider of
the Year category by Intelligent Insurer's, Cyber Insurance Awards Europe. Read More >>

FTI Consulting has been recognized as a top global investigations consultancy on the Global
Investigations Review GIR 100 2025 list. Read More >>

FTI Consulting has announced a partnership with iVerify to help clients tackle mobile device
threats. Read More >>

In this ITPro article, Meredith Griffanti shares her expert insights on how CISOs can effectively
communicate the value of cybersecurity to boards. Read More >>

Adam Harrison explains how organizations can use tabletop exercises to help response teams
manage real-life attacks in this /TPro article. Read More >>

- Expert Perspectives

—

ARTICLE /

Threat Actors See Bigger Retusmfor |
Smaller Devices

In this article, David Youssef details how mobile devices have become high-value targets for
threat actors motivated by political, financial, or strategic objectives. Read Now >>

In this video, Ryan Smyth breaks down the New York Department of Financial Services (NYDFS)
Cybersecurity Rules. Watch Now >>

In this video, David Youssef explains why mobile devices are prime targets for threat actors and
how organizations and individuals can ensure their devices are properly secured. Watch Now >>

View All Insights

— Upcoming Events

December 1 Blank Rome Financial Crimes & Corporate Mike Driscoll

AMERICAS Investigations Seminar Nicole Costaldo
Alma Angotti
Matt Greenblatt
Bryce Snape
Oz Vural

December 3 USC Institute for Corporate Counsel Tracy Wilkison

AMERICAS Ryan Smyth

December 3-4 SANS CyberThreat Summit 2025 Adam Harrison

EMEA Kevin Hughes
Ayala Maurer-
Prager

Danielle Ngo

December 3 The Modern GC: Navigating the National Paul Abbate
AMERICAS Security Imperative

December 10 No Rest for the (Allegedly) Wicked: The Rise Tracy Wilkison
AMERICAS in State Enforcement Amid Federal Retreat Lindi Jarvis
December 11 Georgia Bar 2025 Corporate Counsel Todd Renner
AMERICAS Institute

- Have an Incident?

Email #FTICYBERSECURITY-RESPONSE@fticonsulting.com or call one of our
response lines.

Was this email forwarded to you? Interested in more monthly cybersecurity insights?
Subscribe to the FTI Cybersecurity Briefing below!

Experts with Impact
FTI Consulting is an independent global business advisory firm dedicated to helping organizations
manage change, mitigate risk and resolve disputes: financial, legal, operational, political & regulatory,
reputational and transactional. FTI Consulting professionals, located in all major business centers
throughout the world, work closely with clients to anticipate, illuminate and overcome complex
business challenges and opportunities. For more information, visit www.fticonsulting.com.
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