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“FOG,” a new ransomware family, has been targeting organizations in the academic and recreation
sectors of the United States since May 2024. Until now, open-source reports on FOG ransomware
have only described data encryption. Once victim files were encrypted by the ransomware payload,
FOG ransom notes directed victims to a dedicated chat site to discuss payment in exchange for
decryption. In June 2024, however, FTI Cybersecurity investigated FOG ransomware infections in
which threat actors also exfiltrated data from victim environments, a previously unobserved tactic.
Based on these findings, FTI Cybersecurity assesses that threat actors deploying FOG ransomware
will almost certainly begin to employ double extortion tactics against victims who do not engage in
ransom negotiations.1

FOG ransomware infections have generally exhibited consistent elements,
though specific indicators of compromise have varied. FTI Cybersecurity
observed threat actor behavior consistent with past-reported FOG infections,
with one notable exception: data exfiltration. Based on knowledge of the FOG

ransomware group, and threat

FTI Cybersecurity determined the threat actor gained unauthorized access to
the victim’s Virtual Private Network (VPN) using compromised credentials
available on the dark web.

Once a connection had been established via VPN, the threat actor pivoted to a
backup server and leveraged a domain administrator account to run various
reconnaissance operations. FTI Cybersecurity subsequently observed the
threat actor create a new user, granting the new account local administrative
privileges.

From there, the threat actor established a connection to a suspected
command and control (C2) server and began conducting network and host-
based enumeration of target systems and system passwords.

After several days of reconnaissance, the threat actor gained access to the
victim’s underlying virtualization infrastructure and dropped the ransomware
payload.

After the payload was dropped, the threat actor exfiltrated data from the
victim’s virtual datastores before initiating encryption. Based on FTI
Cybersecurity analysis, exfiltration likely occurred via Secure File Transfer
Protocol (SFTP). Within hours of exfiltration, several commands were issued to
prepare and escalate the permissions of the ransomware binary. Once the
actor obtained execution permissions on the virtualization host, they initiated
encryption on the datastore volumes. Notably, encryption targeted underlying
datastores within the virtual machine infrastructure, rather than specific
hosts.

Once encryption was complete, FTI Cybersecurity observed the threat actor
enumerating all virtual machines and powering them down.

FTI Cybersecurity identified a ransom note left by the threat actors, which
contained a link to a unique chat room for ransom negotiations.

1 Double extortion refers to a ransomware tactic in which threat actors exfiltrate victim files before
encrypting them, then threaten to leak sensitive data if a ransom is not paid.

actors generally, FTI Cybersecurity
recommends the following
preventative actions:

Monitor dark and deep web
sources for leaked credentials.

Use Multifactor Authentication
(MFA) on VPN services and other
externally facing resources.

Limit service and administrative
accounts using the “no trust”
model. Assign permissions
granularly, or only as needed.
Rotate service and administrative
account passwords every 30-45
days.

Generally limit the risk of
ransomware by employing next-
generation anti-virus and
endpoint detection solutions,
implementing network
segmentation, and maintaining
secure offline data backups in
case of encryption.

Consider retaining a dedicated
third-party Incident Response firm
to ensure seamless and rapid
response to a cybersecurity
incident.
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FTI Cybersecurity assesses threat actors deploying Fog ransomware will almost certainly leverage exfiltrated data to increase
financial payouts from victims. Threat actors will likely threaten victims with exposure of sensitive data if they do not engage in
ransom negotiations with threat actors. To date, FTI Cybersecurity has not yet identified a dedicated leak site for FOG ransomware
victims on the clear or dark web. This could indicate the threat actors are privately selling the data on the underground, or simply
have yet to set up a formal leak site. More information is required to determine the threat actors’ method for exploiting exfiltrated
data.
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e Information in this report is partially derived from FTI Cybersecurity investigations. Some information may be redacted or
generalized for client privacy.
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