
Threat Intelligence Report
Emerging Threat: Unauthorized Access to Snowflake Customer
Accounts Lacking Multi-Factor Authentication
Snowflake, a cloud-based data storage and analytics company, has reportedly observed an
increase in cyber threat activity targeting customer accounts. Though investigation is ongoing,
Snowflake believes threat actors are leveraging already-stolen customer credentials, likely
obtained through previous breaches or infostealer malware infections, to access Snowflake
environments lacking multi-factor authentication (MFA). 

In May 2024, FTI Cybersecurity responded to suspicious activity within client Snowflake
environments and identified unauthorized access and possible data exfiltration in alignment with
recent open source reporting. Specifically, FTI Cybersecurity observed threat actors using
compromised accounts for initial access, followed by enumeration and potential exfiltration of
Snowflake tables containing business-sensitive or otherwise valuable information related to
customers and vendors.

THREAT ACTIVITY
Threat actors have been observed utilizing stolen customer
credentials to access Snowflake environments, focusing
primarily on those lacking MFA. FTI Cybersecurity investigations
have corroborated these observations, shedding additional light
on threat actor behavior inside the compromised Snowflake
environments.

In a since-deleted report, threat researchers from Hudson
Rock, a cybercrime intelligence company, claimed
cybercriminal group ShinyHunters obtained Snowflake
customer credentials via a compromised Snowflake
employee. Though threat actors did in fact obtain
credentials to access demo accounts belonging to a former
Snowflake employee, Snowflake has stated the demo
accounts were not connected to Snowflake production nor
corporate systems and therefore did not contain sensitive
customer data.

According to Snowflake communications, Snowflake is
investigating unauthorized access attempts against their
customers. In the course of their investigation, Snowflake
observed malicious traffic originating from remote devices
identifying themselves as “rapeflake” and
“DBeaver_DBeaverUltimate.”   Initial third-party reporting
suggested “rapeflake” was a custom attack tool deployed by
the threat actors.

FTI Cybersecurity investigations have identified threat
actors using compromised developer accounts to access
Snowflake environments. Leveraging the accounts’
widespread permissions, the threat actors enumerated all
database schema tables within the Snowflake environment
to identify those containing sensitive or otherwise valuable
data.

FTI Cybersecurity observed the threat actors running
targeted SQL queries to return sensitive data from the
relevant tables, once identified.

THREAT ASSESSMENT
FTI Cybersecurity assesses threat actors will
continue unauthorized access attempts using
harvested or stolen Snowflake credentials, likely in
an effort to gain access to sensitive data and extort
victim entities for profit.

RECOMMENDED ACTION

Reset and rotate Snowflake
credentials.

Enable and enforce multi-factor
authentication on all accounts.

Configure Network Policy Rules to
block non-authorized users and traffic
from untrusted locations.

Query Snowflake logs for traffic
originating from suspected IP
addresses and disable the accounts for
any affiliated users, if deemed
suspicious.

Conduct a thorough dark web
assessment to identify any leaked or
stolen employee credentials that could
be used to access Snowflake
environments.
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1 See this Snowflake community post for an updated list of IP
addresses under investigation.

https://community.snowflake.com/s/article/Communication-ID-0108977-Additional-Information
https://community.snowflake.com/s/article/Communication-ID-0108977-Additional-Information
https://community.snowflake.com/s/article/Communication-ID-0108977-Additional-Information
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