
Healthcare Capabilities
Cybersecurity



Cyber Risks Facing   
the Healthcare Sector

Top Risk Factors

 — Increased attack surface  
via electronic health records, 
medical records, and  
patient portals

 — Use of dated medical  
hardware and software

 — Difficulties getting buy-in  
to address risks

 — Lack of employee awareness

 — Internet of Things (IoT)

 — Third party vendors

 — Shadow IT

 — Data rich sector is attractive to 
nefarious actors

Top Cyber Threats

 — Data breaches containing 
sensitive information

 — Insider threats

 — Ransomware

 — Phishing/business email 
compromise

Industry Outcomes from  
a Cyber Incident

 — Disrupted patient care 
delivery

 — Compromised patient 
information

 — Compromised medical 
devices

 — Damaged reputation

 — Financial loss

 — Lack of customer/patient trust

 — Loss of intellectual property

 — Regulatory scrutiny & fines
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The healthcare industry is an attractive digital target for malicious cyber actors, facing frequent 
targeting and significant risk. The industry is undergoing a significant transition to the cloud, 
rapidly adopting sophisticated IoT-enabled technology, and is responsible for the safety and 
security of valuable patient records. This transition towards new digital health ecosystems 
dramatically increases potential exposure to an evolving landscape of cyber-related risks.
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The FTI Cybersecurity Difference 

FTI Cybersecurity supports all needs and 
challenges related to cybersecurity for the 
healthcare sector, including forensic accounting 
and technology, data and analytics, data 
privacy and protection, and crisis management 
and strategic communications. Our multi-
disciplinary group of industry-experienced 
professionals maintain relationships with 
intelligence agencies, regulatory authorities, 
and private agencies to better support our 
clients in their prevention, response, and 
investigation of cyber threats and incidents. 
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The best way to minimize the impact of cyber risk is by 
preventing an incident from occurring. Building a robust 
cyber posture proactively protects your patients, operations, 
reputation, and financial standing.
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Cyber Readiness
FTI Cybersecurity works with your team to evaluate your specific needs to tailor 
solutions that enhance security and readiness to defend against the unique 
cybersecurity risks facing your organization.

Cybersecurity Program Assessment

A comprehensive cybersecurity program is critical in 
today’s threat landscape, and many companies in the 
healthcare space do not have a robust program in place. 
To ensure your organization is properly protected, our 
team will determine if you meet industry standard best 
practices, identify and assess your vulnerabilities,  
design a comprehensive set of scored recommendations, 
and highlight best practices, helping secure your 
company’s future.

Cybersecurity Compliance

It is imperative that organizations ensure they are 
implementing the appropriate cybersecurity measures 
that are compliant with the Health Insurance Portability 
and Accountability Act (HIPAA) Privacy and Security Rules, 
as well as other regulation (European Union Medical 
Device Regulations, FDA requirements, and NIST SP 
800-82 Rev 2). Our experts can assist entities covered by 
regulatory bodies by assessing their cybersecurity risks  
or augmenting their cybersecurity program to ensure that 
risks are mitigated and the program is compliant  
and effective.

Cloud Adoption and Security

Cloud migration is happening at a speed that often 
surpasses the security controls required to secure 
an organization’s most sensitive data. We develop a 
customized roadmap for cloud adoption, optimize 
policies, processes, and programs needed for developing 
cloud solutions, and assess your data management 
lifecycle and compliance posture to implement  
effective security controls.

Medical Device Security

With our deep industry experience and cybersecurity 
expertise, our team identifies and assesses the 
cybersecurity and data privacy maturity of medical 
devices throughout the entire duration of the product 
development lifecycle, including product maintenance, 
such as software updates, repairs, and replacements. We 
leverage various penetration testing methodologies and 
design custom vulnerability assessments to ensure your 
infrastructure is secure and stable.
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Third Party Audit & Assessments

Data shared with third party vendors can leave 
organizations vulnerable to exposure and create 
additional access points for threat actors to exploit. Our  
experts perform third party due diligence assessments 
to analyze their cyber risk and provide tailored 
recommendations for how to mitigate any threats.

M&A Due Diligence

Assessing cyber risk during the M&A process is often  
overlooked, and organizations end up “purchasing” 
additional cyber risk exposure unnecessarily. We 
proactively address vulnerable organizational areas to 
improve security posture.

Dark Web Monitoring

Cyber criminals use the dark web to coordinate attack 
plans, sell stolen data, and share personal information. 
Our team can perform a dark web assessment to identify 
existing compromises that could make you and your 
assets less secure. Further, our experts can maintain 
reoccurring dark web monitoring to inform the client of 
any additional suspicious activity.

Employee Training

Many critical members of staff, with direct responsibility 
for sensitive provider and patient information, do not have 
the basic initial and ongoing training to lower the threat 
of a cyber incident. Our team creates tailored employee 
training to provide a measurable improvement in your 
network defense. Using extensive industry experience, 
our experts design programs that build your employees’ 
knowledge base, define appropriate standards of 
behavior, and promote better security behaviors.

Cyber Readiness
Building a robust security posture is the best way to prevent a breach from occurring. 
Effective and tailored incident prevention measures can help preserve your corporate 
reputation, operations, and financial standing.



CASE STUDY 
CYBERSECURITY PROGRAM 
ASSESSMENT FOR A LARGE 
HEALTHCARE ENTITY

CASE STUDY 
CYBERSECURITY 
INVESTIGATION & ASSESSMENT 
FOR AN ELECTRONIC HEALTH 
RECORD COMPANYSITUATION

A security breach resulted in an investigation by the Office 
of Civil Rights (OCR). We were engaged to help manage 
breach communication and documentation and to 
develop a robust privacy and security program to protect 
against future compliance risk. 

OUR ROLE

We provided a rapid, initial assessment of the existing privacy 
and security program, followed by a formal risk assessment 
report that included specific findings and recommendations. 

SITUATION

A cloud Electronic Health Record company discovered that 
an interface with one of its vendors was not configured 
properly. This could have resulted in patients viewing 
Protected Health Information (PHI) for patients that had 
no authority to access. 

OUR ROLE

Our team conducted an independent review of the logs to 
determine the impact of the individuals affected by this issue.

OUR IMPACT

Our recommendations allowed our 
Client to strengthen their privacy 
and security program to meet the 
requirements of HIPAA and Health 
Information Technology for Economic 
and Clinical Health Act (HITECH).

OUR IMPACT

In an After-Action Review of the 
incident, we determined the severity, 
including the number of patients 
impacted and potential data exposure, 
and applied lessons to better 
understand how the event happened 
and put in place the processes to ensure 
it does not happen again.
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If an incident does occur, the cost to your organization can 
be severe. We partner with our clients to provide real-time, 
comprehensive support during the full lifecycle of an incident, 
minimizing downtime and getting you back to normal operations 
quickly, safely, and with minimum impact. 
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Healthcare companies are typically under-equipped to respond quickly and 
effectively once a cybersecurity incident has been detected, leading to additional 
time lost and increased costs. We deploy a custom application of the fundamental 
incident preparedness and response components to meet your needs. This 
customized approach maximizes the efficiency and effectiveness of the incident 
response. By focusing on each individual phase of the incident response lifecycle 
to deliver custom-tailored plans, we ensure that your needs are met.

Incident Response

Preparation

Being ready for cyber threats is fundamental to the 
success of your incident response program. This phase 
involves establishing and training an incident response 
team and developing appropriate tools and resources 
you will need for each aspect of incident response. We 
work with your business to select and implement controls 
based on the results of our risk assessments to limit the 
number of potential incidents your organization may face.

Detection & Analysis

Residual risk inevitably persists after controls are 
implemented. Early steps to identify, detect, and analyze 
threats facing your networks, including those from third 
parties, are key to developing effective containment and 
eradication strategies. Once an incident is detected, we 
combine the resources and tools necessary to determine 
the scope, impact, and appropriate response. These efforts 
determine the source of the incident and preserve  
necessary forensic artifacts.

CONTAINMENT,
ERADICATION,
& RECOVERY

PREPARATION

DETECTION
& ANALYSIS

1

3 2



Containment, Eradication & Recovery

This phase of incident response seeks to prohibit data from 
leaving networks and prevent further damage. Eradication 
is the removal of malicious code, actor accounts, or 
unnecessary access, as well as repairing vulnerabilities that 
may be the root cause of the incident. Once the incident has 
been contained and eradicated, recovery can begin. Through 
a post-incident assessment, we detail the cost, cause, and 
response for the incident, along with steps that should be 
taken to prevent future incidents.

E-discovery

We provide end-to-end e-discovery services globally, 
using leading e-discovery technology, expert teams,  
and innovative workflows to help clients quickly and  
cost effectively understand the matter and develop  
case strategy.

In-bound Call Center & Notifications

We can set up an in-bound call center with unique phone 
numbers in over 30 languages. Our team handles the call 
center setup, training of staff, and escalation of issues, 
allowing your organization to focus directly on handling 
the breach itself. We also provide notification services 
depending on the need of the organization.

Crisis Management & Strategic Communications

Effective management coupled with internal and external 
communication is imperative during any cybersecurity 
event – from a business email compromise to a 
ransomware attack threatening full extinction. When 
stakes are high we can:

 — Provide strategic counsel to clients in sensitive 
situations with legal, financial, regulatory, and 
reputational implications

 — Develop your communications strategy, map 
stakeholders and audiences, and develop messaging 
and materials

 — Provide a Chief of Staff function to support the effective 
internal management of information about the event 
and guidance to your crisis or incident response teams 
on their structure and organization

Incident Response
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We provide complete cyber incident response solutions that include planning, analysis, 
mitigation, system refinements, and supplemental functions, such as strategic communications 
and reputation management.
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CASE STUDY 

DATA BREACH NOTIFICATION 
SUPPORT FOR A 
BIOPHARMACEUTICAL COMPANY

CASE STUDY 

STRATEGIC COMMUNICATIONS 
FOR A LEADING MEDICAL 
DIAGNOSTICS PROVIDER

SITUATION

Outside counsel required incident response services for 
a biopharmaceutical company that experienced a data 
compromise involving personal patient information late  
on a Friday.

OUR ROLE

Our Cybersecurity experts began to clean and sort data 
records that evening and throughout the weekend to 
understand the relevant compliance and notification needs 
based on jurisdiction in an expedited manner. Counsel was 
extremely grateful for the quick turn around and around the 
clock support.

SITUATION

Our Strategic Communications experts were engaged to 
advise a leading medical diagnostics information provider as 
it disclosed a third-party vendor breach that impacted millions 
of patients’ medical and personally identifying information.

OUR ROLE

Our experts assisted with message development, rapid-
fire response, media monitoring, and partnered with legal 
counsel to help mitigate any reputational risk to the client.

OUR IMPACT

Surging over a weekend to meet 
regulatory deadlines for compromised 
patient Personal Identifiable Information 
(PII) notices, we  normalized and parsed 
through multiple datasets that 
contained poorly formatted data. We 
identified impacted patients by region 
and state and provided accurate findings 
to counsel on a tight deadline.

OUR IMPACT

Because the company was the first to 
disclose that it had suffered a breach, 
it was important to make sure the 
company’s role and remediation 
strategy were clear. The company 
communicated quickly with patients, 
while distinguishing itself from the 
third-party vendor that suffered 
the breach. When the vendor filed 
for bankruptcy after disclosing the 
breach, the company demonstrated its 
commitment to the security of patients’ 
information, continuing to engage with 
those affected by the incident. 



CYBERSECURITY HEALTHCARE CAPABILITIESFTI Consulting Inc.12

Complex Investigations  
& Litigation

Uniquely Equipped to Solve Complex Problems

 — Rapid response and surge capabilities within 24 hours

 — 450+ dedicated cybersecurity experts, data privacy, and 
incident responders

 — Independent credentials led by executives with decades 
of experience at the highest levels of law enforcement, 
intelligence agencies, and global private sector institutions

 — World-class communications team can provide 
immediate and scalable messaging and engagement 
support should a communication issue arise following  
an investigation

Customized Approach & Solutions

 — Creative solutions specific to the healthcare industry,  
and designed for your organization and challenges 

 — World-class healthcare and technology experts that  
apply real-world expertise and proven strategies to  
tackle any issue

 — Engineer and deploy tailored, advanced analytics 
capabilities to leverage artificial intelligence, machine 
learning, and data mining technologies

Litigation Support

 — Our team supports clients facing high-stakes litigation, 
including class action data privacy cases, arbitration  
and compliance investigations, and regulatory scrutiny. 
We help clients protect their enterprise value through:

 — Expert Witness Testimony

 — Evidence Collection, Handling, & Preservation

 — Forensic Analysis & Complex Modeling

Data Breach Class Action

 — We are well-suited to handle complex, class action cases 
that require a multidisciplinary approach to dispute 
resolution. Our team plays a pivotal role for clients by:

 — Conducting an initial exposure assessment

 — Quantifying damages and business valuations

 — Providing settlement advice based on industry-
knowledge, large-scale case processing, and 
settlement compliance review

It is not uncommon that large-scale and complex issues, often stemming from data privacy 
related concerns, arise and demand intricate solutions. We quickly discover key  
facts and data sets to enable timely and strategic decisions in investigations, leading  
to cutting-edge and data-driven results.
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CASE STUDY 

LITIGATION SUPPORT FOR A 
HEALTH INSURANCE COMPANY
SITUATION

Outside counsel required dark web research on 
approximately 20 people, who claimed that their information 
was released on the dark web by counsel’s client.

OUR ROLE

The team ran a dark web assessment to identify existing 
compromises. In addition, we conducted open source 
research on the individuals to bolster the case that the 
information on the dark web related to these individuals 
was not caused by counsel’s client. We also provided 
expert witness testimony.

OUR IMPACT

We conducted dark web queries against 
datasets that were collected starting in 
2012. Working against a tight deadline, 
we delivered our dark web findings to 
counsel, which helped discredit the 
plaintiff claims.

CASE STUDY 

INVESTIGATION FOR A 
LEADING U.S. HEALTH SYSTEM
SITUATION

A leading U.S. health system suffered a large-scale data 
breach. While the initial attack was limited to food and 
beverage point of sales systems, the cyber criminals were 
able to expand their attack deeper into the client’s network, 
gaining access to the personally identifiable information 
(PII) of over 3 million patients. As a result, a class action 
lawsuit was brought against the client for inadequate 
protection of the plaintiff’s data.

OUR ROLE

Our team provided data breach response and investigative 
services due to our interdisciplinary approach to the 
collection of information housed on the dark web as well 
as our ability to paint a broader picture of the information 
that is currently available and correlate the data to show 
intersections and patterns.

OUR IMPACT

Our dark web information was 
leveraged to determine if the named 
plaintiffs were impacted by unrelated 
data breaches and the extent of 
information included in those breaches. 
Our analysis enabled counsel to 
discount the plaintiff claims.
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About FTI Consulting
FTI Consulting is an independent 
global business advisory dedicated to 
helping organizations manage change 
and mitigate risk: financial, legal, 
operational, political & regulatory, 
reputational, and transactional. 

Individually, each practice is a leader in its 
specific field, staffed with experts recognized for 
the depth of their knowledge and a track record 
of making an impact. Collectively, FTI Consulting 
offers a comprehensive suite of services 
designed to assist clients across the business 
cycle — from proactive risk management to the 
ability to respond rapidly to unexpected events 
and dynamic environments. 

OUR COMPANY OUR EXPERTISE

* Number of total shares outstanding as of October 20, 2022,
times the closing share price as of October 27, 2022.

Advisor to 98 
of the worldʼs top 
100 law firms

Founded in 1982 
and $4.9BLN 
equity market 
capitalization*

We combine unparalleled 
expertise and industry 
knowledge to address critical 
challenges for clients

We are a global advisory 
firm that provides multi-
disciplinary solutions to 
complex challenges and 
opportunities

With over 7,500
employees and 
offices in 31 
countries on 
six continents, our 
breadth and depth 
extends across 
every major social, 
political, and 
economic hub 
around the globe

Advisor to  
9 of the world’s 
top 10 bank 
holding 
companies

59 of the  
Global 100 
corporations  
are clients

Trusted advisers serving 
clients globally with diverse 
expertise and exceptional 
credentials including 
accountants, economists, 
engineers, former CFOs,  
and strategists

Expertise across a  
range of industries: 
Construction
Education 
Energy Power 
& Products 
(EPP)
Financial  
Institutions
Healthcare &  
Life Science

Insurance
Mining
Real Estate 
Retail & 
Consumer 
Products
Telecoms, 
Media & 
Technology 
(TMT)



FTI Consulting offices



FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, 
mitigate risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. 
FTI Consulting professionals, located in all major business centers throughout the world, work closely with clients to 
anticipate, illuminate and overcome complex business challenges and opportunities.  
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