
Cybersecurity Protection  
for High-Profile Individuals  
& Family Offices



FTI Cybersecurity takes an intelligence-led, expert-
driven, strategic approach to global cybersecurity 
challenges affecting your organization – your people, 
your operations, and your reputation.
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Targeted Attacks From  
Cyber Criminals

Hacking Campaigns Stealing 
Information on a Mass Scale

Nation State Threats

High-profile, high-net-worth individuals are prime targets for hostile actors.

Cybersecurity Protection for  
High-Profile Individuals &  
Family Offices
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Effectively protecting yourself, your family, your network, and your interests requires expert 
support and advice to implement defenses against a variety of attack angles.

Communications Intercepts 
and Hacking

Location Tracking

Compromised PCs Social Engineering

Vulnerabilities Created by Connected Parties
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Your business and personal interests span the globe, and as technology has become more 
sophisticated, so too have cyber actors attempting to target these interests.

How We Protect You

Review of applications 
and security status

24/7 incident 
response retainer

Malware search 
and removal

Principal

Physical sweeps for 
unwanted devices, 
tracking or eavesdropping

Personal network 
mapping assessment for 
home and family o�ice

Search for 
communication 
intercepts

Behavior risk assessment 
of personal sta�, family 
members or associates

Forensic analysis 
of personal devices

Devices

People

Locations

Primary Level

Secondary Level

Tertiary Level
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Understand the Real Threats & Risks
Cybersecurity Threat & Activity Assessment

Our combined technical, network, and behavioral 
analysis will produce a threat and activity assessment 
identifying the steps needed to protect you from 
malicious cyber threat actors.

Practical Recommendations

In addition to highlighting your unique profile risks,  
our assessment provides detailed recommendations  
for device use, behavior, communication use, and 
physical access. This will enhance your cybersecurity  
and provide best practices to keep you secure.

Ongoing Support

Cybersecurity is an evolving threat, and the current  
view provided by our threat assessment will change  
over time as new threats emerge and your personal 
situation changes. In addition to 24/7 incident response 
services offered by FTI Cybersecurity, we recommend 
that the assessment process is repeated whenever 
there is a major change in your personal or business 
circumstances – particularly if high-profile or likely to  
be of particular interest to the cyber actors highlighted  
in your threat assessment.
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Onsite Technical Assessments

Physical Devices

We will conduct an onsite review 
of all electronic devices in use, 
including personal computers, 
mobile phones, laptops, and tablets.  
Our assessment methods include 
smart device inspection, review of 
applications and apps, and malware 
search and removal.

Networks

We will review the on-site network 
infrastructure and configuration 
at your primary residence and any 
additional locations where you 
conduct sensitive business.  We 
can also assess the security of your 
communications infrastructure and 
processes, including enhancement 
recommendations.

Physical Security & Technical 
Surveillance Counter-Measures

For clients concerned by elevated 
physical threats, eavesdropping, or 
other electronic surveillance, we can 
provide full technical sweeping.
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Behavioral Assessments

Principal

We conduct a one-to-one confidential 
assessment with the principal to 
understand how they use their 
devices, the information they 
access, and their particular security 
concerns.  Questions will cover areas 
such as: password and account 
management, personal and business 
device segregation, application use, 
device connectivity behavior, location 
services, device storage and data 
backups, encryption, cloud security, 
VPN use, multifactor authentication 
and bluetooth security.

Personal Staff, Family & Associates

We will conduct similar behavioral 
assessments with any number of 
family office, personal support 
staff or advisors who have access 
to the principal’s home and 
business environments, or close 
family members, as required. Our 
assessment will include device use, 
social media, identity theft risk 
access to networks and information, 
and other behavioral factors that may 
have a cybersecurity or reputational 
impact on the principal in addition 
we will review travel security best 
practices.

Dark Web & Account Breach 
Assessment

Cyber criminals use the dark web to 
coordinate attack plans, sell stolen 
data, and share personal information. 
If personal data belonging to the 
principal or anyone close to them 
is stolen, the dark web is where it is 
likely to appear.  We will perform an 
initial dark web assessment to identify 
past or existing compromises, which 
could contain information that makes 
you and your assets less secure. The 
types of initial searches our team 
conduct include: Names and aliases, 
phone numbers and email addresses, 
personal addresses, and unique 
device identifiers.
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We provide 24/7 cyber incident response solutions 
that include planning, analysis, mitigation and 
system refinements, to ensure your business 
interests stay secure.

7
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Once you detect a cybersecurity incident, it is essential to take action. Our team have the 
expertise to respond to all types of threat and are on hand 24/7 to ensure your business 
interests remain secure. 

24/7 Incident Response

Cyber incidents are often designed to compromise all 
versions of data, including back-up data. Combating 
the full range of cyber threats requires not just risk 
mitigation processes but also a business continuity plan 
that has been implemented and tested in advance.

We deploy a custom application of the fundamental 
incident preparedness and response components to 
meet your home and family needs. This personalised 
approach maximizes the efficiency and effectiveness  
of the incident response. By focusing on each  
individual phase of the incident response lifecycle  
to deliver custom-tailored plans, we ensure that  
your needs are met and your business interests  
remain secure.

Type of Incidents we Respond to:

— Ransomware

— Data breaches

— Insider threats

— Business email compromise

— DDoS attacks

CONTAINMENT,
ERADICATION,
& RECOVERY

PREPARATION

DETECTION
& ANALYSIS

1

3 2
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FTI Cybersecurity:  
Unrivalled Experience
Using the experience gained by protecting global high-profile companies, FTI Cybersecurity 
assists individuals with the same world-class service on a personal level.

THE FTI CYBERSECURITY DIFFERENCE

Every cybersecurity strategy, incident response 
plan, and investigation brings with it considerations 
beyond cyber. At FTI Consulting, our Cybersecurity 
practice is integrated into a broad range of related 
solutions including global investigations, forensic 
accounting and technology, data and analytics, 
data privacy and protection, crisis management 
and strategic communications, and anti-money 
laundering. We have comprehensive expertise 
spanning nearly every industry.

Our Cybersecurity team, capable of deploying 
worldwide, consists of more than 450 dedicated 
cybersecurity experts, incident response consultants, 
developers, and data analysts with extensive 
investigative backgrounds, led by those with 
decades of experience at the highest levels of law 
enforcement, intelligence agencies, and global 
private sector institutions.
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Multidisciplinary Expertise

Intelligence-led, expert-driven, strategic 
approach to cybersecurity challenges

Core team from intelligence agencies, law 
enforcement, and global private sector 
institutions

Globally Positioned

Ability to respond anywhere in the world

Ability to staff the largest and most 
complex engagements and investigations 

Relationships with the top global 
intelligence agencies, regulatory  
authorities, and private agencies

Integrated & Comprehensive

No other firm in the space has a crisis 
communications practice

Integration of FTI Consulting's expertise 
across the platform 

WHAT WE OFFER

We build a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident. Our seasoned experts 
bring deep technical and practical experience to the delivery of these solutions.

Globally Positioned

Multidisciplinary Expertise

Integrated &
 C
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Cyber
Readiness

Incident 
Response

Complex Investigations 
& Litigation
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With more than 6,400 employees 
and offices in 29 countries on 
six continents, FTI Consulting’s 
breadth and depth extends 
across every major social, 
political and economic hub 
around the globe. 

About FTI Consulting

8/10

Advisor to 8 of the 
world’s top 10 bank 
holding companies

55

55 of Fortune Global 
100 corporations 
are clients

96/100

Advisor to 96  
of world’s top  
100 law firms

$4.8B

Equity Market 
Capitalisation*

1982

Year Founded

NYSE:FCN

Publicly traded

*Number of total shares outstanding as of April 22, 2021, 
times the closing share price as of April 29, 2021.



FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, 
mitigate risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. 
FTI Consulting professionals, located in all major business centers throughout the world, work closely with clients to 
anticipate, illuminate and overcome complex business challenges and opportunities.  

©2021 FTI Consulting, Inc. All rights reserved.  www.fticonsulting.com

ANTHONY J. FERRANTE

Global Head of Cybersecurity
Senior Managing Director
+1 202 312 9165
ajf@fticonsulting.com

DAVE HARVEY

Managing Director, EMEA 
United Kingdom 
+44 207 632 5147
dave.harvey@fticonsulting.com 

JORDAN RAE KELLY

Head of Cybersecurity, Americas
Senior Managing Director
+1 202 312 9140
jordan.kelly@fticonsulting.com

THOMAS HUTIN
Senior Managing Director, EMEA 

France 

+33 6 34 40 98 96 

thomas.hutin@fticonsulting.com

MASON DREW
Managing Director, APAC
Singapore

+65 6506 9870 

mason.drew@fticonsulting.com




