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Why FTI Cybersecurity

Our cybersecurity team consists of over 450 dedicated 
incident response and cybersecurity consultants, led by 
those with decades of experience at the highest levels of 
law enforcement, intelligence and global private sector 
institutions. We have an integrated team of cybersecurity 
experts, developers, and data analysts with extensive 
investigative experience. Drawing from both government 
and the private sector, our experts routinely tackle large-
scale analytic challenges requiring complex, custom 
technical solutions. We regularly construct and leverage 
technical platforms to collect, analyse, and correlate data in 
demanding environments requiring precision and speed.

We help clients of any size address their most critical needs 
and integrate new solutions atop or alongside pre-existing 
policies and programmes to address cyber threats. We build 
a safer future by helping organisations: 

 — Understand their own environments

 — Harden their defences

 — Rapidly & precisely hunt threats

 — Holistically respond to crises

 — Recover operations & reputation after an incident

Complex Investigations & Litigation

Our team routinely tackles global, large-scale, and 
complex issues, that often stem from data privacy related 
concerns, and demand intricate solutions. We quickly 
unearth key facts and data sets to enable timely and 
strategic decisions in investigations, leading to cutting-
edge and data-driven results.

 — Litigation Support

 — Quantify Damages

 — Expert Witness Testimony

 — Evidence Collection, Handling & Preservation

 — Forensic Analysis & Complex Modeling

Cyber Readiness

We work with your team to evaluate the specific needs of 
your organisation and tailor solutions aligned with well-
established best practices frameworks:

 — Cybersecurity Programme Assessment 

 — Penetration Testing 

 — Threat-hunting Operations 

 — Vulnerability Assessments 

 — Red Teaming 

 — Policies, Procedures, & Staff Gap Analysis & Design 

 — Cybersecurity Compliance 

 — Crisis Simulation & Table-top Exercises 

 — Third Party Assessments

 — Information Governance, Privacy & Security

 — Dark Web Intelligence & Monitoring

 — M&A Due Diligence

Incident Response

Quick and effective response is critical when it comes 
to limiting long-term damage. Our experts understand 
that cyber incident response capability must seamlessly 
integrate across existing mission-critical functions, and 
they have the expertise to respond to all types of threats. 
We deploy a custom application of the fundamental 
incident preparedness and response components. This 
personalised approach maximises the efficiency and 
effectiveness of the incident response. We focus on each 
individual phase of the incident response lifecycle to 
deliver custom-tailored plans to meet your needs. 

 — Preparation

 — Detection & Analysis

 — Containment, Eradication & Recovery

 — Post-incident Activity

Cybersecurity Capabilities & Offerings
In today’s increasingly connected world, all organisations are at risk from cyber-related threats. 
A cyber attack can both cripple operations and permanently damage the reputation of your 
business. FTI Cybersecurity uses an intelligence-led, expert-driven, strategic approach to the 
global cybersecurity challenges affecting your organisation.
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Cyber Readiness
All organisations are vulnerable to cybersecurity risk. Being sufficiently prepared relies on 
several factors including specific regulation demands, nature of business conducted, type and 
amount of information stored, and scale and scope of the organisation’s footprint. FTI Consulting 
Cybersecurity works with your team to evaluate your specific needs to tailor solutions that 
enhance security and resilience against the unique cybersecurity risks facing your organisation.

CYBER READINESS SERVICES

Building a robust security posture is the best way to prevent a breach from occurring. You cannot control if you will be 
the victim of a cyber attack or not, but you can control how to respond to one. Effective and tailored incident prevention 
measures can help preserve your corporate reputation, operations, and financial standing. Waiting until an incident has 
occurred to act is too late. Our readiness services include: 

 — Cybersecurity Programme Assessment 

 — Penetration Testing 

 — Threat-hunting Operations 

 — Vulnerability Assessments 

 — Red Teaming 

 — Policies, Procedures, & Staff Gap Analysis & Design 

 — Cybersecurity Compliance 

 — Crisis Simulation & Table-top Exercises 

 — Third Party Assessments

 — Information Governance, Privacy & Security

 — Dark Web Intelligence & Monitoring

 — M&A Due Diligence
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Cybersecurity Programme 
Assessment

A comprehensive cybersecurity 
programme is critical in today’s 
threat landscape. To ensure your 
organisation is properly protected, 
our team will determine if you meet 
industry standard best practices, 
identify and assess your vulnerabilities, 
and devise a holistic set of scored 
recommendations, helping secure 
your company’s future. Our complete 
programme assessment includes: 

 — Policies and procedures gap analysis

 — Vulnerability assessment

 — Development of a Cybersecurity 
Resilience Plan, including targeted 
best practices and infrastructure 
hardening recommendations

Penetration Testing

Knowing whether your critical assets 
are at risk is key in strengthening 
your infrastructure. Our team 
leverages various methods to 
assess an organisation’s external 
and internal IT infrastructure. This 
assessment simulates an attacker 
with and without familiarity of your 
infrastructure and includes testing IT 
systems for vulnerabilities that could 
be used to disrupt the confidentiality, 
availability, or integrity of your 
network. A penetration test can help:

 — Identify previously unknown 
vulnerabilities

 — Ensure business continuity

 — Protect company reputation and 
customer loyalty

Threat-hunting Operations

Traditional threat detection 
techniques are sometimes not 
enough to mitigate risk, since they 
generally rely on receiving an alert 
of a potential threat before any 
action is taken. Alternatively, threat-
hunting operations actively search 
for and detect threats, allowing for 
remediation before warnings are 
triggered. Our experts can assist 
your organisation by:

 — Synthesising operational 
intelligence and cybersecurity 
technical intelligence

 — Focusing on areas of your 
network to proactively identify 
advanced persistent threats

Vulnerability Assessments

Vulnerability assessments are critical 
to an organisation’s reputation 
and bottom-line operations. Our 
experts design custom vulnerability 
assessment plans to ensure your 
infrastructure is secure and stable, 
preventing hackers from infiltrating 
systems. Regular assessments allow 
us to test systems for irregularities, 
inconsistencies, and anomalies 
that might render an organisation’s 
network vulnerable to attack, and 
carry the benefit of:

 — Mitigating risk from cyber threats

 — Identifying and protecting your 
vital assets

 — Minimising the significance of a 
cyber incident

 — Optimising resources and 
security budget  

Red Teaming

Improving your security posture may 
require thinking like the attackers 
who are targeting your networks and 
systems. Unlike traditional penetration 
testing, which is conducted in a 
controlled environment, red teaming 
involves minimal collaboration 
between our team and yours. Red 
teaming allows our experts to:

 — Test your intruder detection 
defences

 — Simulate a real cyber attack

 — Provide your team with relevant 
experience

Cybersecurity Compliance

Growing data privacy and cybersecurity 
concerns have led to an increase in 
legislation and regulation, which often 
involve demanding requirements. Our 
experts are focused on ensuring that 
your organisation meets its compliance 
requirements. Our services address:

 — General Data Protection 
Regulation (GDPR) 

 — Defence Foreign Acquisition 
Regulatory Supplement (DFARS)

 — Health Insurance Portability and 
Accountability Act (HIPAA)

 — Securing International Traffic in 
Arms Regulations (ITAR)

 — New York Department of Financial 
Services (DFS)

 — Payment Card Industry Data 
Security Standard (PCI DSS)
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Policies, Procedures, and Staff 
Gap Analysis & Design

A gap analysis of your organisation’s 
cybersecurity policies and procedures 
is crucial for mitigating cyber threats 
and ensuring business continuity. Our 
experts perform a thorough review 
of security policies and procedures; 
conduct interviews with staff to 
understand how security policies, 
processes, and procedures are 
implemented, managed, and enforced; 
and administer a gap assessment of 
existing security controls as compared 
to industry standards. Benefits include:

 — Improved security posture

 — Faster threat response

 — Solidified governance structure

M&A Due Diligence

Assessing cyber risk during the 
M&A process is often overlooked. 
We proactively address vulnerable 
organisational areas to improve 
security and send a message of 
accountability to an acquiring or 
targeted company in an M&A.

Information Governance,  
Privacy & Security

Exploding growth of corporate 
data, whether stored on servers, in 
the cloud, or on employee devices, 
presents new challenges and 
opportunities for your organisation. 
Our Information Governance, 
Privacy & Security experts can 
develop and implement information 
governance solutions that reduce 
corporate risk, cut storage costs, 
secure data, and improve the 
e-discovery process.

Third-Party Assessments

Data shared with third party vendors 
can leave organisations vulnerable 
to exposure and also creates another 
access point for hackers to exploit. 
Our experts perform third party due 
diligence assessments to analyse 
their cyber risk, and provide tailored 
recommendations for how to 
mitigate any threats.

Crisis Simulation & 
Table-top Exercises

How companies react and 
communicate about cybersecurity 
incidents is critical, and there is only 
one chance to get it right. Our team 
offers custom crisis exercises and 
evaluations designed to test and 
improve an organisation’s incident 
response capabilities. Using real-
world scenarios and simulations,  
our experts help clients:

 — Understand their threat profile

 — Prepare a response plan

 — Realise their weaknesses

 — Harden their defences 

Dark Web Intelligence & 
Monitoring

Cyber criminals use the dark web to 
coordinate attack plans, sell stolen 
data, and share personal information. 
Our team performs an initial dark 
web assessment to identify existing 
compromises that could make you 
and your assets less secure. Further, 
our experts can maintain reoccurring 
dark web monitoring to inform the 
client if any new breaches occur.
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Incident Response
Every organisation faces security threats that can compromise personal and business data. 
Cyber attacks and other critical security incidents can impede your ability to keep your 
business moving. Quick and effective response is critical when it comes to limiting long-term 
damage. FTI Cybersecurity experts understand that cyber incident response capability must 
seamlessly integrate across existing mission critical functions, and they have the expertise to 
respond to all types of threats.

We deploy a custom application of the fundamental incident preparedness and response components. This personalised 
approach maximises the efficiency and effectiveness of the incident response. We focus on each individual phase of the 
incident response lifecycle to deliver custom-tailored plans to meet your needs. An intelligence-led, expert-driven, strategic 
approach to global cybersecurity challenges affecting your organisation – your people, your operations, and your reputation.

INCIDENT RESPONSE LIFECYCLE

Preparation

Being ready for cyber threats is fundamental to the 
success of your incident response programme. This phase 
involves establishing and training an incident response 
team and developing appropriate tools and resources 
you will need for each aspect of incident response. We 
work with your business to select and implement controls 
based on the results of our risk assessments to limit the 
number of potential incidents your organisation may face.

Detection & Analysis

Residual risk inevitably persists after controls are 
implemented. Early steps to identify, detect, and analyse 
threats facing your networks are key to developing 
effective containment and eradication strategies. Once 
an incident is identified, we combine the resources and 
tools necessary to determine the scope, impact, and 
appropriate response. These efforts determine the source 
of the incident and preserve necessary forensic artifacts.
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Containment, Eradication & Recovery

This phase of incident response seeks to prohibit data 
from leaving networks and prevent further damage. 
Eradication is the removal of malicious code, actor 
accounts, or unnecessary access, as well as repairing 
vulnerabilities that may be the root cause of the 
incident. Once the incident has been contained and 
eradicated, recovery can begin. Through a post-incident 
assessment, we detail the cost, cause, and response for 
the incident, along with steps that should be taken to 
prevent future incidents.

E-discovery

We provide end-to-end e-discovery services globally, 
using leading e-discovery technology, expert teams, 
and innovative workflows to help clients quickly and 
cost effectively understand the matter and develop 
case strategy. 

In-bound Call Center & Notifications 

We can set up an in-bound call centre with unique 
phone numbers in over 30 languages. Our team handles 
the call centre setup, training of staff, and escalation of 
issues, allowing your organisation to focus directly on 
handling the breach itself. We also provide notification 
services depending on the need of the organisation.

Crisis Management & Strategic Communications

Effective management coupled with internal and 
external communication is imperative during 
any cybersecurity event – from a business email 
compromise to a ransomware attack threatening full 
extinction. When stakes are high, we can:

 — Provide strategic counsel to clients in sensitive 
situations with legal, financial, regulatory, and 
reputational implications

 — Develop your communications strategy, map 
stakeholders and audiences, and develop messaging 
and materials

 — Provide a Chief of Staff function to support the 
effective internal management of information about 
the event and guidance to your crisis or incident 
response teams on their structure and organisation

Data Identification & Review

Data breaches can have long-lasting effects if they 
are not properly remediated. We regularly conduct 
reviews in multiple formats and languages, and 
our expertise ensures important information is not 
overlooked, allowing for remediation, regulation 
compliance, and accurate document preparation.
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Complex Investigations & Litigation
Our team routinely tackles global, large-scale, and complex issues, that often stem from data 
privacy related concerns, and demand intricate solutions. We quickly unearth key facts and data 
sets to enable timely and strategic decisions in investigations, leading to cutting-edge and data-
driven results.

Uniquely Equipped to Solve Complex Problems

 — Rapid response and surge capabilities anywhere in  
the world within 24 hours

 — 450+ dedicated cybersecurity experts, data privacy,  
and incident responders

 — Independent credentials led by executives with decades 
of experience at the highest levels of law enforcement 
and intelligence agencies

 — World-class communications team can provide 
immediate and scalable messaging and engagement 
support should a communication issue arise following  
an investigation

Customised Approach & Solutions

 — Creative solutions specific to industry, size, and challenge

 — World-class industry and technology experts that  
apply real-world expertise and proven strategies to  
tackle any issue

 — Engineer and deploy tailored, advanced analytics 
capabilities to leverage artificial intelligence, machine 
learning, and data mining technologies

COMPLEX INVESTIGATIONS & LITIGATION 
SERVICES

 — Expert Witness Testimony

 — Evidence Collection, Handling, & Preservation

 — Forensic Analysis 

 — Data Breach Class Action

Litigation Support

Our team supports clients facing high-stakes litigation, 
including class action data privacy cases, arbitration and 
compliance investigations, and regulatory scrutiny. We 
help clients protect their enterprise value through:

 — Expert Witness Testimony

 — Evidence Collection, Handling, & Preservation

 — Forensic Analysis & Complex Modeling

Data Breach Class Action

We are well-suited to handle complex, class action cases 
that require a multidisciplinary approach to dispute 
resolution. Our team plays a pivotal role for clients by:

 — Conducting an initial exposure assessment

 — Quantifying damages and business valuations

 — Providing industry-savvy settlement advice, large-
scale case processing, sound scoring, and settlement 
compliance review
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Representative Client Engagements
Global Pharmaceutical Company 
The Middle East office of a global pharmaceutical company 
was subjected to a criminal harassment campaign, targeted 
at a small number of HR and management positions. There 
was an indication that this was an insider campaign, but the 
client did not have the evidence base to take formal action. 

We were retained to conduct a confidential investigation 
that involved forensic analysis of emails sent, computer 
data, and mobile phone data. Uncovered evidence led us to 
conduct further examination into employee backgrounds. 
Specific allegations were also investigated using open source 
and proprietary intelligence. Our experts identified an 
insider threat within the organisation, confirming the initial 
suspicions were correct. All evidence collected was of an 
evidential standard so it could be potentially admissible for 
court proceedings. 

The information correlated was sufficient for the client 
to identify the member of staff responsible and their 
employment was terminated. The harassment campaign 
did not continue, and no further criminal activity occurred. 
Specific allegations were disproved, thereby allowing 
recruitment activities to continue uninterrupted. 

Fashion Retailer Experiences Security Breach 
A major online fashion retailer that ships to over 80 
countries experienced a security breach affecting millions 
of customers. The sophisticated cyber attack initially went 
undetected, allowing the attackers to move freely through 
their systems for over two months. 

We were hired to provide intelligence services to identify 
whether customer data from the breach was posted on 
the dark web and if so, what data was exposed. Using our 
proprietary dark web threat intelligence tool, the team 
was able to quickly identify customer data was posted 
in two locations, auctioned for sale, and ultimately 
exchanged between criminal actors. We also verified the 
exact number of affected customers and determined that 
the stolen information posted and sold on the dark web 
was limited to email addresses and encrypted passwords. 

Our team minimised the distribution of the data posted on 
public and semi-public dark web forums, but the work did 
not stop there. 

Partnering with our Strategic Communications experts, 
we set up an in-bound call center in less than a week, and 
scripts in multiple languages were developed for servicing 
calls and online chats for affected customers.

International News Organisations
We were retained by a major news organisation following 
a potential failed ransomware incident. 

Our role was to provide assurance that work carried out 
by other incident response firms had correctly identified 
the threat actors involved, their motivation, and to 
confirm they were successfully evicted from the client’s 
systems without any material data theft. 

Our investigation involved analysis of incident response 
artefacts and liaison with incident responders and service 
providers, as well as by conducting interviews with 
members of the client’s security team and other staff 
directly involved in the incident. 

We were able to determine the threat actors involved 
and prove the motivation for the attempted attack. This 
contradicted the determination of previous investigators 
who had erroneously identified one threat group when in 
fact there had been two separate threat groups involved. 
This allowed the client to identify additional measures 
required to secure their systems. We also provided 
further detail on the motives of these two threat groups 
and outlined their activity during the incident. This 
enabled us to alleviate concerns over data exfiltration 
and personally targeted attacks.

International Telecommunications Provider 
We were hired by a major telecommunications provider 
following a data breach that impacted more than 900,000 
data subjects. This drew significant regulatory attention, 
which was likely to result in a group litigation order. 

After the client initially brought in another firm to carry 
out the response, they were not comfortable that this 
firm could provide the level of investigation required to 
sufficiently understand the potential risk they faced. 

Our role was to determine the specific events which led 
to this data breach, what technical and organisational 
measures were in place before the incident, and if any 
of the measures which failed were the responsibility of 
a third-party provider. Our investigation was conducted 
through an analysis of related documentation, system 
data, and interviews. 

We provided expert analysis of the chronology of the incident 
and opinion on the root cause of the breach. This identified 
negligent activity by one of the client’s service providers, 
which had the potential of making a multimillion £ difference 
to the client’s liability. 
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Multibillion-Dollar Global Real-Estate 
Franchise 
We were engaged to help the client baseline their 
understanding of existing exposure and controls through 
a cybersecurity maturity assessment. The client had 
many international offices, making governance, visibility, 
and best practice implementation a challenge. Further, 
increased regulatory requirements and public scrutiny of 
data handling and privacy made cybersecurity a focus. 

The client had an estimated 2 million PII data records and 
did not know how to properly protect them or determine 
their risk exposure. We adopted a multi-phase approach 
to our cybersecurity maturity assessment, which included 
an internal vulnerability assessment, an external exposure 
assessment, a dark web and account breach assessment, 
a cybersecurity review, and a cybersecurity report.

We provided recommendations and roadmaps 
to implement remediations and highlighted and 
communicated critical gaps in cybersecurity maturity 
across the business. Briefing the Board, our experts 
communicated the findings in support of the business 
case to implement the recommendations, helping them 
understand the significant risk of regulatory fines that 
could be catastrophic to their business. Our experts 
helped the client tackle systemic issues in a manageable, 
affordable, and appropriate way.

Global Beverages Firm 
We were hired after a global beverages firm suffered a 
ransomware attack and a substantial amount of sensitive 
information was exfiltrated and encrypted. The threat 
actor went to extreme lengths to force payment of the 
ransom, including taking out adverts to publicise their 
attack and launching a distributed denial-of service attack 
against the client’s websites. 

We implemented a time-sensitive investigation to 
provide the client’s financial auditors with a data integrity 
assessment, details on how much data was stolen and 
its contents to answer regulatory questions, the root 
cause, and an assessment of technical and organisational 
measures. 

Our analysis allowed the client’s auditors to approve their 
end-of-year results with no significant risks raised from 
the integrity of financial data or business impact from the 
incident. We also provided the client with evidence that 
enabled them to rule out data exfiltration for a significant 
number of their subsidiary groups, which ended additional 
regulatory investigations. We provided a report of the 
appropriateness of measures before the incident, in 
addition to a security road map. This meant there were 
no further regulatory requirements for additional security 
measures imposed by any of the regulators concerned.
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FTI Consulting, Inc. is a global business advisory firm dedicated to helping organizations 
manage change, mitigate risk and resolve disputes: financial, legal, operational, political & 
regulatory, reputational and transactional. 

About FTI Consulting

Individually, each practice is a leader in its specific field, staffed with experts recognised for the depth of their knowledge and 
a track record of making an impact. Collectively, FTI Consulting offers a comprehensive suite of services designed to assist 
clients across the business cycle – from proactive risk management to the ability to respond rapidly to unexpected events 
and dynamic environments. 

Mining

Real Estate

Our Largest Industry Groups

Construction Financial  
Services

Healthcare  
& Life Sciences Clean Energy

Telecom, Media  
& Technology

Retail & Consumer 
Products Insurance



INTRODUCTION TO FTI CYBERSECURITY EMEA FTI Consulting LLP 11

A Leader  
Among Leaders
FTI Consulting has four decades of 
experience in making an impact on 
some of the world’s largest and most 
complex challenges, many of which 
have dominated global business, 
financial and public policy discourse. 
Every year, FTI Consulting helps more 
than 6,100 organisations globally 
transform the way they anticipate 
and respond to events, both at critical 
moments and for the long haul.

9/10
Advisor to 9 of the 
world’s Top 10 bank 
holding companies

59
59 of Fortune Global 100 
corporations are clients

1982
Year Founded and 
$4.9B equity market 
capitalization*

6,700+
Employees 

98/100
Advisor to 98 of the 
world’s top 100 law firms

NYSE:FCN
Publicly traded

*Number of total shares outstanding as of February 17, 2022 
,times the closing share price as of February 24, 2022.

9/10
Advisor to 9 of the 
world’s Top 10 bank 
holding companies



Find out more about how our services and solutions can help your business, 
please contact us or visit us at www.fticybersecurity.com

FTI Consulting is an independent global business advisory firm dedicated to helping organisations manage change, 
mitigate risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. 
FTI Consulting professionals, located in all major business centres throughout the world, work closely with clients to 
anticipate, illuminate and overcome complex business challenges and opportunities.  
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For further information, please contact:

DAVID DUNN
Head of Cybersecurity, EMEA
+12672530829
david.dunn@fticonsulting.com

http://www.fticonsulting.com
http://www.fticybersecurity.com



