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WHAT’S TREND I NG
STAYING SECURE DURING THE HOLIDAYS

Online shopping generally increases during the holiday 
season, but with the ongoing COVID-19 pandemic, 
online sales are expected to surge even more than 
usual.  Cyber criminals are taking notice and in order to 
combat their attacks and scams, users need to be more 
vigilant than ever.

We expect cyber actors to target online shoppers 
in three ways. First are emails about great deals, 
usually ones that are too good to be true, and will be 
directing users to fraudulent websites. Second are 
shipping confirmations alerts in which a text message 
or email with a link to track an online order is sent, 
yet the individual did not actually order anything. And 
third are fake order confirmation messages aimed at 
incentivizing the user to visit the malicious website 
linked.  All three of these methods will drive consumers 
to click links, which will often take them to websites 
where they will be asked to enter payment or personal 
information.

A simple way to combat these threats is by creating 
accounts with shipping providers using your legitimate 
information.  Therefore, if you receive a text or an email 
regarding a shipment, you can ignore the link and go 
directly to your account with the shipping provider and 
see if you do have a package on the way.  This strategy 
is also applicable to combatting emails about great 
deals.  Instead of clicking on a link in an email, navigate 
to the company’s website and search for the deal that 
way. Lastly, when able, use a desktop computer in 
order to get a full view of the links you receive, versus 
a condensed version that usually appear on mobile 
devices.  Seeing the full URL could reveal some obvious 
flags that it is fraudulent.

HOW FTI CYBERSECURITY CAN HELP
FTI Cybersecurity builds a safer future by helping organizations understand their own environments, harden 
their defenses, rapidly and precisely hunt threats, holistically respond to crises, and sustainably recover their 
operations and reputation after an incident.



CYBERSECURITY

03|

URGENT G UI DA NCE
ALERT: NATION-STATE CYBER ATTACKS

Nation-state actors often leverage the effects of cyber 
operations to achieve their strategic objectives on the 
world’s stage.

The latest example of this type of advanced persistent 
threat (APT) cyber attack involves U.S. federal agencies 
and high-profile companies that were breached via a 
compromised and weaponized version of a software 
update from a connected third party. Publicly reported 
information indicates that a vendor was infiltrated 
by a sophisticated nation-state cyber attack, which 
allowed for malware to be embedded and hidden in 
software updates that were legitimate, creating an 
entry point to any machine that installed the updates. 
These types of breaches often proliferate for weeks or 
months before being discovered because the targeted 
company does not realize that their vendor has been 
compromised. We also understand that there may 
be other vectors of compromise implicated in this 
campaign that may not be made public, such that all 
entities must be on high alert.

WHY THIS MATTERS TO YOU

You may need to assume a breach at your organization. 
Issues caused by vendor software can create significant 
problems, from monitoring email traffic and collecting 
sensitive and valuable information, to severely 
interrupting business operations. Further, nation-
state actors can steal proprietary tools and use them 
to benefit their own cause, whether that’s launching 
additional cyber attacks, or leveraging intellectual 
property to create products of their own.

If you would like to learn more, 
please email #FTICybersecurity.DOWNLOAD

HERE

https://fticybersecurity.com/2020-12/alert-actionable-guidance-on-nation-state-cyber-attacks/
https://fticybersecurity.com/2020-12/alert-actionable-guidance-on-nation-state-cyber-attacks/
https://fticybersecurity.com/2020-12/alert-actionable-guidance-on-nation-state-cyber-attacks/
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IN  CASE YO U MI SS ED  IT
AWARDS

WWL: DATA 2021 – DATA EXPERTS

Global Head of Cybersecurity, 
Anthony J. Ferrante, was among 
the Who’s Who Legal data experts 

recommended for their “market leading work in 
matters including data collection, e-discovery and 
large-scale analyses.”  Link here. 

40 UNDER 40

Congratulations to Jordan Rae 
Kelly, Head of Cybersecurity, 
Americas, who was named to the 
“40 Under 40” class of 2020 by 

Security Systems News.  Link here.

TWO-DAY HACKING CONTEST

Consultant Eric Yoon took 2nd 
place in the annual hacking 
contest hosted by the Korea 
Transportation Safety Authority.

IN THE MEDIA

CYBERSECURITY EXPERT ON 
ONLINE SCAMS

Jordan Rae Kelly was interviewed 
by NewsNation Now discussing 
how to protect against holiday 
online shopping scams.  Watch 

here. 

CYBERSECURITY EXPERT ON DOJ 
SEIZURE OF ASSETS

Kyung Kim, Head of Cybersecurity, 
APAC, was quoted in an article for 

the Information Security Media Group, discussing the 
investigation of Phantom Secure.  Link here.

CYBERSECURITY EXPERT ON 
RESPONDING TO NATION-STATE 
CYBER ATTACKS

Anthony J. Ferrante, was quoted an article for 
CyberScoop, discussing the U.S. government’s 
response to recent high-profile cyber attacks.  Link 
here.

CYBERSECURITY EXPERT ON 
NATION-STATE CYBER ATTACKS

Jordan Rae Kelly was interviewed 
by NewsNation Now discussing the 
SolarWinds cyber attack.  Watch 
here.

THOUGHT LEADERSHIP

NEW AND EVOLVING THREATS: 
CYBERSECURITY FLASHPOINTS IN 
2021

Our global leaders analyzed 
major developments from their 
respective regions — including the 

fallout of the U.S. Presidential Election, Brexit, and 
the upcoming Tokyo Olympics — to forecast what to 
expect in the coming year.  Click to read.

THE EXPERT BRIEFING PODCAST 
SERIES

Future Trends – The panel 
discussed recent key cybersecurity 
trends, how they have impacted 
organizations, and how these will 

evolve as we head into 2021.  Listen here.

https://whoswholegal.com/analysis/data-2021---data-experts---legal-marketplace-analysis
https://lsc-pagepro.mydigitalpublication.com/publication/?m=60841&i=684725&p=10
https://www.youtube.com/watch?v=8fKm-S6f6SE
https://www.youtube.com/watch?v=8fKm-S6f6SE
https://www.bankinfosecurity.com/doj-seizes-4-million-in-assets-tied-to-phantom-secure-a-15627
https://www.cyberscoop.com/solarwinds-white-house-national-security-council-emergency-meetings/
https://www.cyberscoop.com/solarwinds-white-house-national-security-council-emergency-meetings/
https://www.newsnationnow.com/us-news/us-cybersecurity-agency-warns-of-grave-threat-from-hack/
https://www.newsnationnow.com/us-news/us-cybersecurity-agency-warns-of-grave-threat-from-hack/
https://www.ftijournal.com/article/new-and-evolving-threats-the-state-of-cybersecurity-in-2021
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/future-trends
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A LOOK BAC K &  A HEA D

THOUGHT LEADERSHIP (CONTINUED)

COVID-19 RESILIENCE 
BAROMETER SOUTH AFRICA

FTI Consulting’s Resilience 
Barometer seeks to guide 
companies on how best to navigate 
the continuing disruption and 

uncertainty, and increase their resilience: that is, to 
ensure they are prepared for whatever comes next.  
Click to read.

THE CONVERGENCE OF 
RANSOMWARE AND PUBLIC 
RELATIONS

Strategic Communications’ 
Meredith Griffanti and Evan Roberts co-authored 
an article for Infosecurity Magazine discussing 
ransomware and public relations.  Click to read.

RECENT EVENTS

TRUSTWAVE CYBERSECURITY 
FORUM SYMPOSIUM
December 9 | Virtual

Kyung Kim delivered the keynote for this high-profile 
cybersecurity forum in Hong Kong, which focused on 
the current cybersecurity landscape, the evolution 
of cyber threats, and the proactive and preventive 
approaches of cyber defense.

13TH ANNUAL PRIVATE 
FOUNDATIONS EXECUTIVE 
SYMPOSIUM
December 8 | Virtual

Hosted by PKF O’Connor Davies, 
Jordan Rae Kelly presented on 

virtual workforces and cyber concerns.

RESPONDING TO A CYBER ATTACK 
December 8 | Virtual

Kyung Kim participated in a 
webinar with Allen & Overy discussing best practices in 
responding to a cyber attack.

GC ROUNDTABLE WITH BIRD & 
BIRD
December 3 | Virtual

Kyung Kim & Technology’s Gino Bello participated in a 
roundtable discussion with partners from Bird & Bird in 
Hong Kong.

YOUNG CITIZENS
December 2 | Virtual

Hosted by Young Citizens, Dr. Ayala 
Maurer-Prager and Oliver Price spoke with students 
at St. Gabriel’s College, offering career advice and 
discussing experiences from their own careers.

CYBERSECURITY RISK: TOP 
5 STRATEGIES TO BUILD 
RESILIENCE
December 1 | Virtual

Joshua Burch, Head of 
Cybersecurity, EMEIA, participated 

in a panel discussion hosted by White & Case, 
discussing how businesses can protect against 
cybersecurity threats.

CYBER RISK AND 
DISINFORMATION CAMPAIGNS
December 1 | Virtual

Jordan Rae Kelly participated in 
a webinar with Hightower and 
their CISO on cyber risk and the 

damaging effects of disinformation campaigns.

https://ftiresiliencebarometer.com/news/covid-19-resilience-barometer-south-africa
https://www.infosecurity-magazine.com/opinions/convergence-ransomware-pr/
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FOR MOR E I NFO RMATI ON

To learn more about FTI Cybersecurity, please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber 

The FTI Cybersecurity Briefing Book is your monthly window into the latest news from around the industry and 
highlights from FTI Cybersecurity.  The Cybersecurity Briefing Book provides team and service offering updates, as 
well as trends that we are identifying that may affect your practices and clients.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize cutting-edge intelligence-led 
cybersecurity practices around a trusted core of comprehensive offerings.  Our team enables clients of any size 
to address their most critical needs and integrate new solutions atop or alongside any preexisting policies and 
programs.

A LOOK B AC K &  A HEA D

UPCOMING EVENTS

INCIDENT RESPONSE FORUM 
RANSOMWARE 2021
January 14 | Virtual

Strategic Communications’ 
Managing Director Meredith 
Griffanti will participate in a 

panel discussion on Ransomware Before and After: 
Preparation and Remediation.  

LEGAL RESOURCE NETWORK – 
BEFORE THE BREACH
January 27 | Virtual

Managing Director David Dunn will 
deliver a keynote presentation on 
what law and accounting firms 
need to consider prior to suffering 

a cybersecurity breach.  Register here.

Want to share on social? 
Retweet @FTICyber

https://www.eventbrite.com/e/legal-resource-network-cyber-security-for-law-and-accounting-firms-tickets-131027375407

