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COVID-19 TREND I NG
SCHOOLS FACING RISE IN CYBER ATTACKS

The ongoing COVID-19 pandemic has forced schools 
to follow the same path that many organizations have 
already taken – a transition to a remote environment.  
With teachers instructing virtually and kids using 
their home computers for learning, new cyber threats 
are emerging.  The combination of vast databases of 
student information, a need to setup new systems and 
software rapidly, a lack of cybersecurity awareness, 
and limited resources have made schools an attractive 
target, and malicious actors are taking notice.

The Federal Bureau of Investigation (FBI) distributed 
an alert to schools in August that specifically named 
ransomware attacks as a cyber threat expected to 
increase in this sector.  The alert stated that “cyber 
actors are likely to increase targeting of K-12 schools 
during the COVID-19 pandemic because they represent 
an opportunistic target as more of these institutions 
transition to distance learning” (ZDNet). 

Ransomware attacks can be especially damaging since 
they can bring operations to a standstill.  Just as in the 
business world, schools are eager to get back up and 
running quickly – with every moment that systems are 
down, students are not learning.  Further capitalizing on 
the necessity to stop the attack, the FBI mentioned that 
cyber actors are threatening schools with publishing 
stolen information if the ransom is not paid.

Before falling victim to a ransomware attack, schools 
should work with cybersecurity experts to develop 
effective planning.  This will prevent many ransomware 
attacks from being successful and allow schools to 
recover quickly if they are impacted.  FTI Consulting 
offers Reopening with Care guidance covering cyber 
readiness, physical readiness, clinical expertise, and 
crisis preparedness.

HOW FTI CYBERSECURITY CAN HELP
FTI Consulting is capable of handling all aspects of a return to work plan, positioning our clients to 
seamlessly transition from the temporary working environments created by COVID-19. Leveraging extensive 
experience in helping a variety of organizations implement effective planning protocols and procedures, FTI 
Consulting takes a holistic approach to augmenting and testing preparedness and reopening plans in terms 
of processes, systems, and response protocols..

https://www.zdnet.com/article/fbi-warns-k12-schools-of-ransomware-attacks-via-rdp/#:~:text=The%20US%20Federal%20Bureau%20of,to%20break%20into%20school%20systems.
https://fticybersecurity.com/wp-content/uploads/2020/09/FTI-Consulting-Reopening-with-Care-Brochure.pdf


CYBERSECURITY

03|

SER VICE S P OTL I GHT
CYBERSECURITY HEALTHCARE CAPABILITIES

If you would like to learn more, 
please email #FTICybersecurity.DOWNLOAD

HERE

The healthcare industry is an attractive digital target 
for malicious cyber actors, facing frequent targeting 
and significant risk.  The industry is undergoing a 
significant transition to the cloud, rapidly adopting 
sophisticated IoT-enabled technology, and is 
responsible for the safety and security of valuable 
patient records.  This transition towards new digital 
health ecosystems dramatically increases potential 
exposure to an evolving landscape of cyber-related 
risks.

THE FTI CYBERSECURITY DIFFERENCE

FTI Cybersecurity supports all needs and challenges 
related to cybersecurity for the healthcare sector, 
including forensic accounting and technology, data 
and analytics, data privacy and protection, and crisis 
management and strategic communications. Our 
multidisciplinary group of industry-experienced 
professionals maintain relationships with intelligence 
agencies, regulatory authorities, and private agencies 
to better support our clients in their prevention, 
response, and investigation of cyber threats and 
incidents.

CYBER RISKS FACING THE HEALTHCARE SECTOR

TOP RISK FACTORS

• Increased attack surface via electronic health 
records, medical records, and patient portals

• Use of dated medical hardware and software

• Difficulties getting buy-in to address risks

• Lack of employee awareness

• Internet of Things (IoT)

• Third party vendors

• Shadow IT 

• Data rich sector is attractive to nefarious actors

TOP CYBER THREATS

• Data breaches containing sensitive information

• Insider threats

• Ransomware

• Phishing/business email compromise

INDUSTRY OUTCOMES FROM A CYBER INCIDENT

• Disrupted patient care delivery

• Compromised patient information

• Compromised medical devices

• Damaged reputation

• Financial loss

• Lack of customer/patient trust

• Loss of intellectual property

• Regulatory scrutiny & fines

https://fticybersecurity.com/wp-content/uploads/2020/09/FTI-Cybersecurity-Healthcare-Brochure.pdf
https://fticybersecurity.com/wp-content/uploads/2020/09/FTI-Cybersecurity-Healthcare-Brochure.pdf
https://fticybersecurity.com/wp-content/uploads/2020/09/FTI-Cybersecurity-Healthcare-Brochure.pdf


CYBERSECURITY

04|

IN  CASE YO U MI SS ED  IT
THOUGHT LEADERSHIP

INSIDER THREAT AND HOW TO 
MITIGATE IT – 5 TOP TIPS

Authored by Managing Director 
Steve Morgan, this article 
discusses insider threat and the 
five steps organizations can take to 

protect themselves.  Click to read. 

HOW DO I RESPOND TO AN 
INSIDER ATTACK?

In this Ask the Expert piece, Kyung 
Kim, Head of Cybersecurity, APAC, 
looks at the five steps companies 
should take when they discover an 

insider is responsible for a cyber breach.  Click to read.

THE EXPERT BRIEFING PODCAST 
SERIES

FTI Cybersecurity’s global podcast 
series ‘The Expert Briefing’ is live 
across Apple, Google, and Spotify 
stores.  Our latest episodes cover:

Insider Threat – The episode centers on how 
awareness training, coordinated communication 
channels, and education programs help mitigate the 
risk, as well as guidance on current trends and real-life 
examples.  Listen here.

Reopening with Care – The team discuss the key 
considerations for business leaders and provide 
guidance as to how organizations can make a 
successful transition to a Post-COVID world.  Listen 
here.

Women in Cybersecurity – The conversation explores 
differing roles and paths which led to a career within 
cybersecurity, as the team shares personal reflections 
on some of the obstacles they have overcome.  Listen 
here.

RECENT EVENTS

JACK VOLTAIC 3.0
September 22-24 | Virtual

Senior Managing Director Ron 
Yearwood and Senior Director 
Jonathan Snyder worked with the 
Army Cyber Institute to conduct 

an emergency cyber incident response for the cities of 
Charleston and Savannah. 

BRISTOWS LAW FIRM PANEL
September 24 | Virtual

Patrick MacGloin, Paul Reilly, 
and Karen Briggs were joined by Bristows experts to 
discuss how to examine the severity of a data breach. 

MAAFP FINANCIAL FORUM - 
INSIGHTS 2020 
September 23 | Virtual

Meredith Griffanti (MD, Strategic 
Communications) participated in 
a panel discussion covering the 

topic “Is Your Company Ready for a Data Breach?” The 
webinar was hosted by the Mid-Atlantic Association for 
Financial Professionals. 

SOVEREIGN WEALTH FUND 
SEMINAR
September 22 | Virtual 

A webinar for the International 
Forum of Sovereign Wealth Funds (IFSWF) where 
Joshua Burch discussed how to build cybersecurity 
strategy that promotes resilience. 

RPC LAW FIRM PANEL 
September 17 | Virtual

Joshua Burch and Paul Reilly 
were joined by partners at RPC 

to discuss the evolving cybersecurity landscape and 
actions organizations should take. 

https://www.ftijournal.com/article/insider-threat-and-how-to-mitigate-it-5-top-tips
https://www.ftijournal.com/article/ask-the-expert-how-do-i-respond-to-an-insider-attack
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/insider-threat
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/reopening-with-care
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/reopening-with-care
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/women-in-cybersecurity
https://omny.fm/shows/the-expert-briefing-with-fti-cybersecurity/women-in-cybersecurity
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A LOOK BAC K &  A HEA D

RECENT EVENTS CONT.

FTI CONSULTING CPD DAY 
September 9 & 16 | Virtual

This virtual event was split across 
two days.  The first session on 
keeping current with key cyber 
risks was delivered by Head of 

Cybersecurity, APAC Kyung Kim, and the second 
session ‘Data Breach & Crisis Management’ was co-
presented by Kyung Kim & Joanne Wong. 

UPCOMING EVENTS

CYBER LIABILITY: LITIGATION 
ARISING FROM MASS DATA 
BREACHES
October 1 | Virtual

Ashurst is hosting a webinar series 
on issues stemming from technology disputes.  Patrick 
MacGloin will join a panel discussion on cyber liability. 

KUMPULAN PERANGSANG 
WEBINAR
October 2 | Virtual

Head of Cybersecurity, APAC Kyung 
Kim and Technology Managing 
Director Gino Bello will present  on 

current cybersecurity trends, specific case studies, and 
engage in ‘what if’ scenarios. 

REACTING TO A CYBERSECURITY 
INCIDENT – LIVE SIMULATION 
WEBINAR
October 14 | Virtual

Patrick MacGloin, Paul Reilly, Geoff 
Budge, and Caroline Parker will 

host a cyber breach simulation that includes building 
threat scenarios and testing against these to empower 
attendees with steps to take in a cyber breach scenario. 

WEBINAR WITH MATTOS FILHO
October 21 | Virtual

Anthony J. Ferrante will participate 
in a panel presentation on cybersecurity threats and 
risks from working remotely. 

ISACA FALL CONFERENCE
October 27 | Virtual 

Senior Managing Director Ron 
Yearwood will deliver a keynote 

presentation on cybersecurity at the 2020 San 
Francisco ISACA Fall Conference.  Register here. 

SECURITIES ENFORCEMENT 
FORUM 2020 
October 28 | Virtual

Global Head of Cybersecurity, 
Anthony J. Ferrante, will 
participate in a panel discussion 

on “Cybersecurity and Cryptocurrency Regulation, 
Enforcement and Litigation,” and be joined by 
colleagues from Cooley LLP, Wilkie Farr & Gallagher, 
and the SEC’s Cyber Unit.  Interested in attending?  We 
have free tickets!  Contact us here to learn more.

WEBINAR WITH DLA PIPER
October TBD | Virtual

Anthony J. Ferrante will participate 
in a panel discussion on cyber risk 
mitigation and new strategies to 

better understand cross-border cybersecurity issues.

https://engage.isaca.org/sanfranciscochapter/events/eventdescription?CalendarEventKey=a0cbd355-18d3-4675-996f-04d8e66ffe85&CommunityKey=f510bd50-4fdc-46b1-a329-d6ce8a64bae7&Home=%2fsanfranciscochapter%2fhome
mailto:%23FTICYBERSECURITY-MARKETING%40fticonsulting.com?subject=
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FOR MOR E I NFO RMATI ON

To learn more about FTI Cybersecurity, please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber 

The FTI Cybersecurity Briefing Book is your monthly window into the latest news from around the industry and 
highlights from FTI Cybersecurity.  The Cybersecurity Briefing Book provides team and service offering updates, as 
well as trends that we are identifying that may affect your practices and clients.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize cutting-edge intelligence-led 
cybersecurity practices around a trusted core of comprehensive offerings.  Our team enables clients of any size 
to address their most critical needs and integrate new solutions atop or alongside any preexisting policies and 
programs.

https://fticybersecurity.com/
https://twitter.com/FTICyber

