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CYBERSECURITY

COVID-19
TRENDING – CYBER CRIME ON THE RISE

HOW FTI CYBERSECURITY CAN HELP
FTI Cybersecurity builds a safer future by helping organizations understand their own environments, harden 
their defenses, rapidly and precisely hunt threats, holistically respond to crises, and sustainably recover their 
operations and reputation after an incident.

While the coronavirus pandemic has wreaked havoc 
on a global scale, cyber criminals are leveraging the 
“new normal” to their advantage.  The increase in 
users working remotely on unsecured networks, the 
transition of meetings to a virtual environment, and the 
lack of cybersecurity awareness has created additional 
vulnerabilities and entry points for malicious actors to 
exploit.

There have been a shocking amount of coronavirus-
related cyber threat reports this year – 20,000 according 
to the FBI’s Internet Crime Complaint Center (IC3) – 
which is already as many total complaints as the IC3 
received for all of 2019 (The Hill).  The increase in cyber 
attacks focused on the pandemic is not unique to the 
United States.

The disarmament chief for the United Nations said that 
“cyber crime is also on the rise, with a 600% increase in 
malicious emails during the current crisis” (Associated 
Press).  Much of this is tied to misinformation and 
disinformation campaigns, which attempt to keep the 
public in the dark, or create panic and confusion.
But furthering one’s cause is only part of the problem.  
Cyber criminals are also using the pandemic to try 
and make a quick buck.  “They are increasing and 
diversifying their activities through a wide range 

of crimes and scams which exploit the fear and 
uncertainty surrounding the virus” (INTERPOL).  
This includes impersonating officials, like from the 
World Health Organization, in order to steal sensitive 
information or gain access to personal accounts.

In response, organizations must reexamine their 
cybersecurity processes and procedures in order to 
adequately mitigate cyber risks stemming from the 
coronavirus outbreak.  This should include addressing 
the questions, is your organization cyber resilient, 
and are you prepared to immediately respond to an 
incident?

https://thehill.com/policy/cybersecurity/504389-fbi-sees-major-spike-in-coronavirus-related-cyber-threats
https://apnews.com/6ba6af57fd96e25334d8a06fcf999e7f
https://apnews.com/6ba6af57fd96e25334d8a06fcf999e7f
https://thehill.com/opinion/technology/493617-covid-19-attempts-to-influence-deceive
https://thehill.com/opinion/technology/493617-covid-19-attempts-to-influence-deceive
https://www.interpol.int/en/How-we-work/COVID-19
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If you would like to learn more, 
please email #FTICybersecurity.DOWNLOAD

HERE

The unprecedented coronavirus pandemic raised 
questions that were never before considered and left 
teams scrambling to find solutions.  As restrictions are 
lifted and organizations reopen, a new set of questions 
now demands answers.

THE FTI CONSULTING DIFFERENCE – A HOLISTIC 
APPROACH

FTI Consulting is capable of handling all aspects 
of a return to work plan, positioning our clients to 
seamlessly transition from the temporary working 
environments created by COVID-19. 

Leveraging extensive experience in helping a variety of 
organizations implement effective planning protocols 
and procedures, FTI Consulting takes a holistic 
approach to augmenting and testing preparedness and 
reopening plans in terms of processes, systems, and 
response protocols.

CASE STUDY: REOPENING PLAN FOR  
AN ACADEMIC INSTITUTION

SITUATION

An academic institution needed assistance with the 
reopening of their campuses.

OUR ROLE

FTI Consulting was hired to perform a gap analysis and 
develop custom made tools to assist administrators 
in their reopening decision making. Our work was 
designed to ensure that the college was properly 
prepared to handle a variety of scenarios that could 
occur once students return to campus. We were also 
asked to include external and internal risk assessments 
of their environments, assistance with developing 
risk tolerances, and providing feedback on existing 
plans, positioning the college to respond to the ever-
changing landscape.

OUR IMPACT

In lockstep with the institution, FTI Consulting’s work 
will take steps to create a safe and sound reopening 
of a large community amid COVID-19 reopening 
concerns. Our expertise will allow the college to 
reopen in a confident manner, where resources are not 
overwhelmed and people are not put at greater risk. 

CORE
COMPETENCIES

CYBER 
READINESS

PHYSICAL 
READINESS

CLINICAL
EXPERTISE

CRISIS
PREPAREDNESS

SER VICE S P OTL I GHT
REOPENING WITH CARE

https://fticybersecurity.com/wp-content/uploads/2020/05/FTI-Cybersecurity-Private-Equity-Services.pdf
https://client-data.knak.io/production/email_assets/5c4a2f59deab2/UNCuhkjE5WQcOyHH5b2sdfD32Wrby0snowfztzdM.pdf
https://client-data.knak.io/production/email_assets/5c4a2f59deab2/UNCuhkjE5WQcOyHH5b2sdfD32Wrby0snowfztzdM.pdf
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IN  CASE YO U MI SS ED  IT

AWARDS

ADVISEN’S 2020 CYBER GUIDE

FTI Consulting is pleased to 
be included in Advisen’s 2020 
Cyber Guide: The Ultimate Guide 

to Cyber Service Providers.  We are featured in the 
Forensics and Cyber Investigations category.  View the 
guide here. 

THOUGHT LEADERSHIP 

PERSONAL DATA BREACH 
REPORTING AND NOTIFICATION 
REQUIREMENTS

In a co-authored article with 
Ashurst Solicitors, and published 
by Thomson Reuters, Senior 

Managing Director Patrick MacGloin and Managing 
Director Paul Reilly explain the reporting and 
notification requirements regarding data breaches.  
Click to read.

YOUR NETWORK GOES DARK. 
WHAT SHOULD YOU DO?

Kyung Kim, Head of Cybersecurity, 
APAC, looks at the three steps 
you can take today to reduce 
the chances of the unthinkable: 

a paralyzed network and an IT team that can’t be 
reached.   Click to read.

PRESS RELEASE

FTI CONSULTING ADDS SEVEN 
CYBERSECURITY PROFESSIONALS 
IN EMEA AND ASIA PACIFIC
FTI Consulting announced 
the appointment of seven 
professionals in the Cybersecurity 
practice in London and Seoul, 

South Korea, continuing the firm’s investment in 
talent globally to help clients address complex cyber 
challenges.  Read the press release here.

COMING SOON
 

THE EXPERT BRIEFING  
WITH FTI CYBERSECURITY

FTI Cybersecurity is launching 
a podcast series covering 
topical issues from the world of 
cybersecurity called The Expert 

Briefing.  Our first episodes are available on Apple 
Podcasts, Google Play, and Spotify!

Want to share on social? 
Retweet @FTICyber

https://cyberguide.advisenltd.com/
https://cyberguide.advisenltd.com/
https://fticybersecurity.com/2020-07/cyber-incident-response-regulatory-reporting-and-notification-obligations/
https://www.ftijournal.com/article/network-goes-dark-what-should-you-do
https://www.fticonsulting.com/about/newsroom/press-releases/fti-consulting-adds-seven-cybersecurity-professionals-in-emea-and-asia-pacific
https://twitter.com/FTICyber
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RECENT EVENTS

BREAKFAST WEBINAR WITH 
ASHURST SOLICITORS
July 8 | Virtual

Senior Managing Director 
Patrick MacGloin and Managing 
Director Paul Reilly discussed 

cyber incidents in a joint presentation with Ashurst 
Solicitors, as part of their Financial Regulatory 
breakfast series..

PROPOSED MANDATORY 
DATA BREACH REPORTING IN 
AMENDMENTS TO THE PERSONAL 
DATA PROTECTION ACT: LEGAL 
AND TECHNICAL CONSIDERATION
July 10 | Virtual

Head of Cybersecurity, APAC 
Kyung Kim presented alongside experts from Harry 
Elias Partnership on the proposed amendments to the 
Personal Data Protection Act 2012.

CYBERSECURITY CHALLENGES IN 
A COVID-19 WORLD
July 23 | Virtual 

Senior Managing Director 
Patrick MacGloin presented a 
keynote session on cybersecurity 

challenges and the new risks that have emerged as a 
result of the coronavirus.

 

UPCOMING EVENTS

ABA CYBERSECURITY, PRIVACY 
AND DATA PROTECTION 
COMMITTEE
August 4 | Virtual 

The ABA Cybersecurity, Privacy 
and Data Protection Committee is 
hosting a video webinar covering 

the latest in cyber-related litigation and tips on best 
practices for incident preparedness and response.  
Global Head of Cybersecurity Anthony J. Ferrante will 
participate in this panel discussion. 

THE CYBERSECURITY WAR ROOM: 
PRACTICING YOUR RESPONSE 
TO THE FIRST SEVEN DAYS OF A 
BREACH
August 4 & 12 | Virtual 

Senior Managing Director Ron 
Yearwood will participate in a virtual two-part 
workshop that will walk through scenarios ranging 
from ransomware to attacks targeting employees 
working from home and teach attendees how to 
develop the ideal response.  Register here. 

STANFORD UNIVERSITY CYBER 
POLICY, RISK AND SECURITY 
EXECUTIVE EDUCATION PROGRAM
August 17-20 | Virtual 

Head of Cybersecurity for the 
Americas, Jordan Rae Kelly will 

teach a module at Stanford’s four-day program.  Learn 
more here. 

MANAGING RISK
August 26 | Virtual 

Head of Cybersecurity, APAC Kyung 
Kim will participate in a panel 
chaired by Freshfield’s Georgia 
Dawson. 

A  LOOK B AC K &  A HEA D

https://urldefense.proofpoint.com/v2/url?u=http-3A__www.cvent.com_d_x7q8y8_4W&d=DwMFaQ&c=5vOBDmAB7iEjDDOZLSiuMw&r=rJC0P1dFs5wbVqFYmXFAbeoZChshNe_VssyM5j4D64c&m=Ukh6sJCYFu1KjjuNsy0gVrxJqZUMM59D9GpP2XCU-PA&s=7nt6gFMXyErE867F6fJwMl2bwFPPobEr0eNnDMeC_rQ&e=
https://online.stanford.edu/courses/xcse400-cyber-policy-security-and-risk-executive-education
https://online.stanford.edu/courses/xcse400-cyber-policy-security-and-risk-executive-education


06|

CYBERSECURITYThe views expressed in this newsletter are those of the author(s) and not necessarily the view of FTI Consulting, 
its management, its subsidiaries, its affiliates, or its other professionals.

FOR MORE I NF O RMA TION

To learn more about FTI Cybersecurity, please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber 

The FTI Cybersecurity Briefing Book is your monthly window into the latest news from around the industry and 
highlights from FTI Cybersecurity.  The Cybersecurity Briefing Book provides team and service offering updates, as 
well as trends that we are identifying that may affect your practices and clients.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize cutting-edge intelligence-led 
cybersecurity practices around a trusted core of comprehensive offerings.  Our team enables clients of any size 
to address their most critical needs and integrate new solutions atop or alongside any preexisting policies and 
programs.

https://fticybersecurity.com/
https://twitter.com/FTICyber

