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COVID-19
9 POST-CORONAVIRUS CYBERSECURITY PREDICTIONS FOR COS.

Disruptions caused by 
the COVID-19 pandemic 
occurred rapidly and forced 
companies and individuals 
alike to adjust on the 
fly.  From implementing 
safety precautions for 
employees, to determining 
how to maintain business 

operations, organizations worldwide were faced with 
decisions not previously encountered. 

Further, cyber actors pounced on the opportunity 
to launch new attacks and scams by exploiting 
workforces that shifted to remote environments, 
distributing mass phishing and malware campaigns, 
and leveraging vulnerabilities found in quickly 
established shadow IT systems. 

With the world slowly starting to reopen and returning 
to life before COVID-19, it is essential to consider how 
cyber threats will continue to evolve as the situation 
changes. 

Taking a forward-thinking approach can assist in 
developing or updating incident response and 
business continuity plans to be more effective and can 
also help improve an organization’s cyber resilience 
by taking proactive protective measures instead of 
waiting to see what happens. 

Based on the attack methodologies we’ve already 
seen, combined with adjustments made by 
organizations that I anticipate remaining in place for 
the foreseeable future, here are my cybersecurity 
predictions for a post-COVID-19 world.

PREDICTIONS 

1. Data privacy noncompliance will increase. 

2. Business continuity plans will become outdated.

3. Security teams will more frequently operate 
remotely.

4. Cyber resilience will become a necessity.

5. Unsecure home networks will cause breaches at 
organizations.

6. Organizations will consider permanent work-from-
home environments.

7. The origination and dissemination of information will 
be more important than ever.

8. Data governance policies will need to be reexamined.

9. Shadow information technology systems will require 
analysis.

CLICK  

HERE

Click to read the full Law360 article  
by Anthony J. Ferrante, Global Head  
of Cybersecurity

https://www.law360.com/articles/1282752
https://www.law360.com/articles/1282752
https://www.law360.com/articles/1282752
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SER VICE S P OTL I G HT
RANSOMWARE TRENDS & SERVICES

Ransomware attacks are on the rise.  What was once a 
common cybersecurity nuisance is now surging due to 
the global pandemic, and we are seeing it impact every 
industry.  In short, all organizations are at risk.

According to a recent article published in Law360, 
“ransomware attacks continued to climb during the 
first quarter of 2020...and companies shouldn’t expect 
any reprieve in the coming months as attackers keep 
seizing on the security holes and economic fears that 
the COVID-19 pandemic has created.” 

HOW FTI CAN HELP

 — Prepare clients in advance of potential infections

 — Respond to incidents immediately and serve as 
first responders

 — Collect artifacts to discover active infections and 
identify entry points

 — Conduct analysis to determine scope of infection 
and all impacted systems

 — Initiate recovery operations to eradicate the 
infection

 — Provide crisis management and strategic 
communications

 — Rebuild infrastructure and implement best 
practices to prevent repeat attacks

COVID-19 RANSOMWARE TRENDS

 — We’re currently seeing a ransomware strain, 
Snake or EKANS, aggressively targeting a range of 
organizations, with an uptick in activity since the 
COVID-19 crisis began.

 — Financial services and healthcare companies have 
been hit hard, especially through their vendors and 
managed service providers.

 — In addition to increased attacks, the sums 
demanded by attackers are increasing, at times 
reaching seven or eight figures. 

 — There has been an observable rise in ransomware 
attacks this year.

 — The manufacturing sector has seen an increase in 
incidents.

DOWNLOAD  

HERE
If you would like to learn more, 
please email #FTICybersecurity.

https://www.law360.com/articles/1281367/ransomware-hits-soar-with-no-relief-in-sight-insurer-says
https://fticybersecurity.com/wp-content/uploads/2020/06/FTI-Cybersecurity-Ransomware-Response-Services.pdf 
https://fticybersecurity.com/wp-content/uploads/2020/06/FTI-Cybersecurity-Ransomware-Response-Services.pdf 
https://fticybersecurity.com/wp-content/uploads/2020/06/FTI-Cybersecurity-Ransomware-Response-Services.pdf 
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IN  CASE YO U MI SS ED  IT

THOUGHT LEADERSHIP 

STATES MUST TAKE ACTION 
TO PROTECT AGAINST 
UNEMPLOYMENT FRAUD

Cyber actors are using the 
COVID-19 pandemic to evolve 
their methodologies and steal 

money from the unsuspecting.  In this op-ed for The 
Hill, Global Head of Cybersecurity Anthony J. Ferrante 
discusses this new cyber threat and why action is 
needed now.   Click to read. 

LIFE SCIENCES CYBERSECURITY

Senior Managing Director Patrick 
MacGloin provided cybersecurity 
guidance for the life sciences 
industry.  This gated content can 
be accessed via the Guidance 

Notes section of N-Site’s website, registration required.

ANATOMY OF A CYBERSECURITY 
CRISIS: BUILDING YOUR 
CYBERSECURITY RESILIENCE 
DURING THIS PERIOD OF CHANGE

Evaluating common pitfalls in 
cyber crisis response, and how 

we can use lessons learned from previous incidents, 
will help build our cybersecurity resilience.  Managing 
Director Kate Brader discusses her experience.  Click to 
read.

4 SIMPLE STEPS TO DETERMINE 
CYBERSECURITY GAPS IN THE 
WORK-FROM-HOME ERA

Millions of workers around 
the world have shifted from 
offices to working from home 

since the COVID-19 outbreak.  Joshua Burch, Head 
of Cybersecurity in EMEIA, offers timely advice for 
businesses to help mitigate the increased risk of a 
cyber breach that comes with that shift.  Click to read. 

COMING SOON
 

THE EXPERT BRIEFING WITH FTI 
CYBERSECURITY

FTI Cybersecurity is launching 
a podcast series covering 
topical issues from the world of 
cybersecurity called The Expert 

Briefing.  Our first three episodes will be available in 
the coming weeks!

https://thehill.com/opinion/cybersecurity/504045-states-must-take-action-to-protect-against-unemployment-fraud
https://www.linkedin.com/pulse/anatomy-cybersecurity-crisis-building-your-resilience-kate-brader?articleId=6681866080798986240#comments-6681866080798986240&trk=public_profile_article_view
https://www.linkedin.com/pulse/anatomy-cybersecurity-crisis-building-your-resilience-kate-brader?articleId=6681866080798986240#comments-6681866080798986240&trk=public_profile_article_view
https://ftijournal.com/article/4-steps-to-determine-vulnerable-cybersecurity-gaps-in-work-from-home-era
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RECENT EVENTS

A BRAVE NEW WORLD
June 4 | Virtual

Meredith Griffanti from Strategic 
Communications participated 
in a panel with Colombian law 
firm Brigard Urrutia to discuss 

cybersecurity threats in the midst of COVID-19 and how 
companies can prepare today.

THE CYBERSECURITY WAR ROOM: 
PRACTICING YOUR RESPONSE 
TO THE FIRST 72 HOURS OF A 
BREACH
June 9 | Virtual

Senior Managing Director Ron 
Yearwood, with Cooley and the Southern California 
Association of Corporate Counsel, presented a 
scenario-based tabletop exercise where you step into 
the shoes of the GC and learn how to develop the ideal 
response to various cyber incidents.  Click to learn 
more.

UPCOMING EVENTS

BREAKFAST WEBINAR WITH 
ASHURST SOLICITORS
July 8 | Virtual 

Senior Managing Director Patrick 
MacGloin and Managing Director 
Paul Reilly will discuss important 

cybersecurity issues in a joint presentation with 
Ashurst Solicitors. 

PROPOSED MANDATORY 
DATA BREACH REPORTING IN 
AMENDMENTS TO THE PERSONAL 
DATA PROTECTION ACT: LEGAL 
AND TECHNICAL CONSIDERATION
July 10 | Virtual 

Head of Cybersecurity, APAC Kyung 
Kim will present alongside experts from Harry Elias 
Partnership on the proposed amendments to the 
Personal Data Protection Act 2012. 

MANAGING RISK
July 23 | Virtual 

Head of Cybersecurity, APAC Kyung 
Kim will participate in a panel 
chaired by Freshfield’s Georgia 
Dawson. 

CYBERSECURITY CHALLENGES IN 
A COVID-19 WORLD
July 23 | Virtual 

Senior Managing Director 
Patrick MacGloin will present a 
keynote session on cybersecurity 

challenges and the new risks that have emerged as a 
result of the coronavirus.  This virtual presentation will 
be hosted by STEP, a global professional association 
for family inheritance and succession planning 
practitioners.

A  LOOK B AC K &  A HEA D

https://www.acc.com/education-events/2020/webcast-only-june-9-2020-cybersecurity-war-room-practicing-your-response
https://www.acc.com/education-events/2020/webcast-only-june-9-2020-cybersecurity-war-room-practicing-your-response
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CYBERSECURITYThe views expressed in this newsletter are those of the author(s) and not necessarily the view of FTI Consulting, 
its management, its subsidiaries, its affiliates, or its other professionals.

Want to share on social? 
Retweet @FTICyber

FOR MORE I NF O RMA TION

To learn more about FTI Cybersecurity, please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber 

The FTI Cybersecurity Briefing Book is your monthly window into the latest news from around the industry and 
highlights from FTI Cybersecurity.  The Cybersecurity Briefing Book provides team and service offering updates, as 
well as trends that we are identifying that may affect your practices and clients.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize cutting-edge intelligence-led 
cybersecurity practices around a trusted core of comprehensive offerings.  Our team enables clients of any size 
to address their most critical needs and integrate new solutions atop or alongside any preexisting policies and 
programs.

https://twitter.com/FTICyber
https://fticybersecurity.com/
https://twitter.com/FTICyber

