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COV I D -1 9
WHAT LEADING INTELLIGENCE AGENCIES ARE SAYING
While we all adjust to the new world of social distancing and working remotely as a result of the coronavirus
disease (COVID-19), it is important to not let our guard down when it comes to cyber risks. Intelligence agencies
have released alerts to keep the public informed and to provide guidance on how to mitigate threats from cyber
actors trying to take advantage of an uncertain situation.

FEDERAL BUREAU OF INVESTIGATION

— Malicious actors are exploiting the COVID-19
outbreak for cyber scams, i.e. remote desktop
attacks, fraudulent wire transfers, malware
installation
— Malicious actors are infiltrating communication
tools (i.e. video conferencing apps) to knock users
offline, eavesdrop on conversations, and conduct
man-in-the-middle attacks
— Malicious actors are stealing PII of students using
insecure virtual classroom tools
— Malicious actors are installing e-skimmers to steal
credit card data from e-commerce businesses

DEPARTMENT OF HOMELAND
SECURITY

— Nation-state actors are conducting spear-phishing
attacks related to COVID-19
— Watch out for emails designed to be from
legitimate government agencies
— Implicated nations include China, Russia, and
North Korea

CYBERSECURITY

NATIONAL CRIME AGENCY
(UNITED KINGDOM)
— Organized crime groups could take advantage of
the COVID-19 pandemic
— Watch out for COVID-19 related malicious apps/
websites and phishing attacks launched to steal
personal data and financial information
— There are reported instances of cyber criminals
acting as health officials to obtain personal
information

NATIONAL CYBER SECURITY
CENTRE (UNITED KINGDOM)

— NCSC released guidance on securing a work from
home environment
— NCSC detailed the need to control access to
corporate systems
— NCSC provided tips on how to spot a phishing
email and Bring Your Own Device guidance
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SE R VI CE S P OT LIGH T
COVID-19 RESPONSE SERVICES
As a result of the coronavirus (COVID-19) pandemic,
cyber criminals have created new scams to capitalize
on an increase in remote working and virtual
educational classes, a rise in online shopping, a
public demand for information, and the importance
of functional critical infrastructure. Across the globe,
all organizations, but especially those in healthcare,
education, and e-commerce, must reexamine their
cybersecurity processes and procedures in order to
adequately mitigate these cyber risks.

COVID-19 RESPONSE TEAM
Our global team of more than 300 dedicated
cybersecurity subject matter experts, incident
response leaders, crisis managers, developers,
and data scientists with extensive investigative
backgrounds, working in tandem with our Strategic
Communications and Technology experts, can assist
organizations with the various cyber-related issues
that arise as a result of the COVID-19 pandemic.

HOW FTI CONSULTING CAN HELP
Is your organization cyber resilient?
Cyber Readiness
— Perform cybersecurity program and vulnerability
assessments to identify weaknesses
— Leverage penetration testing and stress testing
methodologies on external and internal IT
infrastructure
— Provide awareness training regarding cyber attacks
and disinformation campaigns
— Ensure preparedness and response planning
protocols and infrastructure are in place
Are you prepared to immediately respond to a cyber
incident?
Incident Response
— Supply swift technical and remote response to
contain the incident and recover operations
— Respond to COVID-19 related ransomware attacks
and get systems back online quickly
— Prepare effective crisis management and
communications response with all stakeholders
— Administer forensic preservation, collection, and
analysis of data remotely

OAD
DOWNL
HERE

If you would like to learn more,
please email #FTICybersecurity.

CYBERSECURITY
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IN CA SE YOU M ISS E D IT
AWARDS

THOUGHT LEADERSHIP
CONSULTING MAGAZINE’S WOMEN
LEADERS IN TECHNOLOGY

Consulting magazine has named
Jordan Rae Kelly as one of the
recipients of its inaugural Women
Leaders in Technology awards.
Ms. Kelly, a Senior Managing Director and Head of
Cybersecurity for the Americas at FTI Consulting, was
recognized in the Leadership category.
READ PRESS RELEASE

IN THE MEDIA
SECURITY IN A REMOTE WORLD
Head of Cybersecurity, APAC,
Kyung Kim shares his thoughts
on the cybersecurity risks in the
remote work environment as a
result of the global coronavirus
outbreak in this Asian Legal
Business article. Click to read on page 30.

Want to share on social?
Retweet @FTICyber

CYBERSECURITY

LESSONS LEARNED FROM CYBER
ATTACKS IN THE INDUSTRIAL
SECTOR
From chemical and power plants
to energy and mining and metal
production, industrial companies
are increasingly at risk of cyber attacks that threaten
workers and the environment. In this FTI Journal
article, Head of Cybersecurity for the Americas Jordan
Rae Kelly and Corporate Finance Managing Director
Bertrand Troiano discuss how industrial companies
can mitigate their cyber risk. Click to read.
COVID-19: ATTEMPTS TO
INFLUENCE AND DECEIVE
Malicious cyber actors are using
this new environment to spread
misinformation and exploit the
situation. Anthony J. Ferrante,
Global Head of Cybersecurity, explains the types of
attacks, how they spread, and what can be done to
combat these threats in an op-ed for The Hill. Click to
read.
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A LO O K BAC K & AH E AD
RECENT EVENTS

UPCOMING EVENTS

CYBERSECURITY FOR THE
POST-COVID ERA
April 17 | Virtual
FTI Consulting and the American
Chamber of Commerce in India
(AMCHAM India) hosted a webinar
led by Lt. Gen. Rajesh Pant, National Cybersecurity
Coordinator, Government of India, and other notable
cybersecurity experts. They discussed the challenges,
efforts, and successes in ensuring business continuity
in the post-COVID-19 era. Click to read the published
white paper.

THE NEW NORMAL: NAVIGATING
“WORK FROM HOME” PRIVACY &
CYBERSECURITY RISKS
May 8 | Virtual
We’ve seen a rise in unexpected
privacy and cybersecurity matters
related to IT systems and increased numbers of
employees working from home. Recognizing this, the
IAPP, in this privacy education web conference, seeks
to provide you with some practical advice to use at
your organization. Click to register.

FO R MO R E I N F O RM AT I O N
To learn more about FTI Cybersecurity, please visit:
www.fticybersecurity.com

Follow us on Twitter!
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest news from around the industry and
highlights from FTI Cybersecurity. The Cybersecurity Briefing Book provides team and service offering updates, as
well as trends that we are identifying that may affect your practices and clients. We also highlight case studies that
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize cutting-edge intelligence-led
cybersecurity practices around a trusted core of comprehensive offerings. Our team enables clients of any size
to address their most critical needs and integrate new solutions atop or alongside any preexisting policies and
programs.

The views expressed in this newsletter are those of the author(s) and not necessarily the view of FTI Consulting,
its management, its subsidiaries, its affiliates, or its other professionals.
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