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COVID-19
HOW TO PROTECT YOURSELF AND YOUR EMPLOYEES 
IN A REMOTE WORK ENVIRONMENT

CYBERSECURITY

The cascading implications 
of the COVID-19 outbreak 
on the global workforce 
are immense, not least of 
which is the shifting of entire 
teams to remote working 
environments.  While 
priority number one is and 

should remain our collective health and safety, 
we consider how the increased cybersecurity 
risks that come with the shift can be mitigated or 
avoided.

HELPING EMPLOYEES PROTECT THEMSELVES 
AND YOUR ORGANIZATION

1. Make your employees aware of the increased 
threat: Employees who find themselves working 
from home or in a location other than the office 
must be aware of the specific cyber threats they 
face.  Cyber criminals still attempt to exploit 
the human element when we’re conducting 
business in the more secure environment of the 
office; but they can be even more dangerous 
when we’re deployed in a remote working 
environment.  Encourage employees to review 
their cybersecurity awareness training, and if they 
have not participated in such a training, provide 
them with guidance on how to spot a phishing 
email, one of the simplest yet common forms of a 
cyber attack.  The evidence of the last few weeks 
certainly suggests that malicious cyber actors are 
exploiting the public’s concerns about COVID-19 
to launch social engineering attacks resulting in 
people opening harmful links or attachments.

2. Protect vulnerable home networks: Many 
individuals are unfamiliar with the significant 
security vulnerabilities that are present on their 
home wireless networks.  With relative ease, cyber 
criminals can use simple tools, like an antenna, 
to eavesdrop on Wi-Fi traffic from the comfort of 

their own cars.  Prevent unwanted eavesdropping 
by using encryption whenever possible and only 
accessing secure websites (i.e., those that begin 
with “https”).

3. Change your credentials: Many users often 
do not update the default login credentials 
on their Wi-Fi routers.  These credentials are 
commonly known and shared by malicious actors, 
allowing easy entry to home networks.  Anyone 
working from home should change their default 
credentials immediately.  (Consult your device’s 
operating manual for guidance.)  Unfortunately, 
login credentials aren’t the only way unauthorized 
users can gain entry.

4. Secure all online devices: Any Internet-
connected device can be used as an access point 
to a home network.  This includes mobile devices, 
such as a cell phone or tablet, and smart devices, 
like Google Home or Amazon’s Alexa, which 
often have inherent vulnerabilities.  Individuals 
regularly use the same Wi-Fi network for all of 
their home devices, meaning if a malicious actor 
is able to gain access to one device, they can 
then jump to others.  Protect these devices by 
strengthening the complexity and uniqueness of 
their passwords.

5. Keep your virtual desktop clean: Whether it’s 
intellectual property, customer information or 
confidential data, it’s common for individuals to 
have sensitive files on their work laptops.  And 
even if an employee’s laptop is free of this type 
of data, if the machine is compromised,  it can 
be leveraged to gain entry to their organization’s 
systems and networks.

CLICK

HERE
Continue reading how you 
can help your employees

https://nationalcrimeagency.gov.uk/news/national-crime-agency-warn-that-organised-crime-groups-may-try-to-exploit-the-coronavirus-outbreak-to-target-the-uk
https://nationalcrimeagency.gov.uk/news/national-crime-agency-warn-that-organised-crime-groups-may-try-to-exploit-the-coronavirus-outbreak-to-target-the-uk
http://ftijournal.com/article/how-to-protect-yourself-and-your-workers-in-a-remote-work-environment
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Due to the complexity and interdependencies 
of hyperconnected digital and physical assets 
in the critical infrastructure sectors, the 
required coordination to mitigate risk and 
respond to incidents is a massive undertaking.  
We understand the required coordination to 
conduct day-to-day business operations, while 
simultaneously preparing and training for a 
critical infrastructure incident.  Our team has 
extensive experience in industrial systems, 
facilities, and operational processes with 
deep industry expertise derived from their 
backgrounds in government, military, and the 
private sector.  We have a proven track record 
of harmonizing the technical, operational, 
legal, regulatory, reputational, and workforce 
components into workable, practical solutions – 
for immediate needs and future growth.

CRITICAL INFRASTRUCTURE READINESS

FTI Cybersecurity provides tailored critical 
infrastructure readiness policies and programs 
specific to an organization’s industry 
requirements and customized for stakeholders, 
ranging from the Board and C-suite to operational 
managers.  Our services include:

• Infrastructure system review and vulnerability 
assessments

• Policies, procedures, and staff gap analysis and 
design

• Federal regulation cybersecurity compliance
• Incident readiness and response planning
• Crisis simulation and table-top exercises
• Workforce development and future 

personnel/key skills roadmapping

INDUSTRIAL INCIDENT RESPONSE

Should an incident occur, the organizational 
response is critical to effectively manage the 
initial incident and ongoing ramifications.  FTI 
Cybersecurity has a successful track record of 
providing organizations with:

• Incident containment, eradication, and 
recovery

• Restoration of operations
• Strategic and crisis communications
• Government regulatory notification
• Government and law enforcement coordination
• Litigation support, including damage 

quantification, expert testimony, and digital 
forensic analysis

If you would like to learn more, 
please email #FTICybersecurity.

SERVICE SPOTLIGHT
CRITICAL INFRASTRUCTURE READINESS & 
INCIDENT RESPONSE
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DOWNLOAD

HERE

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
https://fticybersecurity.com/wp-content/uploads/2020/03/FTI-Cybersecurity-Critical-Infrastructure-Readiness-Incident-Response.pdf
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IN CASE YOU MISSED IT

THOUGHT LEADERSHIP

COVID-19: NEW CYBER 
THREATS

In this article, authored by 
Global Head of Cybersecurity 
Anthony J. Ferrante and 
Managing Director David Dunn, 

we highlight the new cyber threats that have 
emerged as a result of COVID-19 and provide 
recommendations to help mitigate risks.  Click to 
read.

NEW FTI CONSULTING 
SURVEY REVEALS LEADING 
CORPORATE DATA PRIVACY 
RISKS, PRIORITIES, AND 
CHANGE INTIATIVES

FTI Technology recently 
published a study of data privacy trends, 
which indicated a sense of constant change 
and regulatory unease.  Based on responses 
from more than 500 leaders of large, U.S.-
based companies, the study provides a robust 
illustration of the current privacy landscape 
and the programs, perceptions, and strategies 
currently in play at large corporations.  Click to 

read.

IN THE MEDIA

FORDHAM’S 2020 
PRESIDENT’S REPORT: 
CYBERSECURITY AND A 
NETWORKED WORLD

Global Head of Cybersecurity 
Anthony J. Ferrante comments 

on the state of cybersecurity, including past cyber 
attacks and the Internet of Things, in Fordham 
University’s 2020 President’s Report.  Click to 
read.

Want to share on social? 
Retweet @FTICyber

WE MADE THE SHORTLIST!
FTI Consulting is a nominee for the Cyber Risk 
Pre-Breach Team of the Year award.  Cast 
your virtual ballot to help determine the 
winner.  Voting is open until April 24, 2020.

VOTE 
HERE

https://www.fticonsulting.com/insights/articles/covid-19-new-cyber-threats
https://www.fticonsulting.com/insights/articles/covid-19-new-cyber-threats
https://static2.ftitechnology.com/docs/white-papers/FTI Consulting White Paper - Corporate Data Privacy Today.pdf
https://static2.ftitechnology.com/docs/white-papers/FTI Consulting White Paper - Corporate Data Privacy Today.pdf
https://annualreport.fordham.edu/cybersecurity-and-a-networked-world/
https://annualreport.fordham.edu/cybersecurity-and-a-networked-world/
https://twitter.com/FTICyber
https://in.advisenltd.com/2020-cyber-risk-awards-nominees
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RECENT EVENTS

FRAMEWORK FOR ENHANCING 
CYBER RESPONSE FUNCTIONS
March 3 | New York, NY

Reed Smith and FTI Consulting 
hosted a roundtable discussion 
focused on hot cybersecurity 

topics, including incident response, data privacy, 
and women in cybersecurity.

EXCLUSIVE DINNER AND 
DISCUSSION ON THE 
GEOPOLITICAL THREAT 
LANDSCAPE
March 4 | Dallas, TX

FTI Consulting hosted a 
roundtable dinner for corporate clients on the 
geopolitical cyber threat landscape.

LUNCH FOR COVID-19 UNIT
March 27 | West Orange, NJ

FTI Cybersecurity sent lunch 
to the COVID-19 unit at 
RWJBarnabas Health, where 
Senior Director Jonathan 

Snyder’s wife works as a registered nurse.  His 
wife and her coworkers were very appreciative, 
noting “having lunch sent to us was truly a bright 
spot!”  We are happy to support our healthcare 
workers who are tirelessly on the frontlines 
keeping us all safe and healthy.

A LOOK BACK & AHEAD

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber

