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WHAT ’S TR E N D I N G
PRESIDENTIAL ELECTION MEDDLING &
SOPHISTICATED MALWARE ATTACKS

PRESIDENTIAL ELECTION MEDDLING 2.0

SOPHISTICATED MALWARE ATTACKS ON THE
RISE

Campaigns for the 2020 U.S. presidential election
are in full swing, and so are accompanying
cyber threats. Vulnerabilities to “hack-and-leak”
attacks from foreign nations are worrisome to
John Demers, the Assistant Attorney General for
national security at the Department of Justice.
This type of attack was seen in 2016, in which
email servers of political organizations were
hacked by a nation state, and subsequently,
specific emails were then released to the public
for the purpose of disruption. The successes
of election meddling in 2016 has increased
awareness that a similar result could occur
in 2020, but “personal email accounts used
by political campaigns are still a weak link”
(CyberScoop). Further, additional nations could
attempt to create election discord, since it has
been shown that it can be done, opening the U.S.
to increased cyber threats.

The Cybersecurity and Infrastructure Security
Agency (CISA) recently released an alert on an
increase in targeted malware attacks, specifically
carried out using Emotet malware. “Emotet is a
sophisticated Trojan that commonly functions
as a downloader…[and] primarily spreads via
malicious email attachments and attempts to
proliferate within a network” (CISA). A successful
Emotet attack can be used to steal sensitive
information or intellectual property and can
disrupt business operations. Both instances
also carry the potential for financial loss and
reputational damage. CISA recommends
implementing best practices to combat Emotet
attacks, such as blocking email attachments that
are unable to be scanned using antivirus software.
Detailed guidance from CISA can be found here.

HOW FTI CYBERSECURITY CAN HELP
FTI Cybersecurity builds a safer future by helping organizations understand their own environments,
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and
sustainably recover their operations and reputation after an incident.

CYBERSECURITY
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SE RV I CE S POTLI G H T
RANSOMWARE SERVICES
Although only a fraction of ransomware incursions
are reported, cyber criminals ask for $5,000
to upwards of $25 million in cryptocurrency
payment to send a cure. Regardless of the dollar
value of the requested ransom, the financial cost
from recovery efforts due to inadequate security
protections can often far exceed the ransom.
Proper planning will prevent many ransomware
attacks and allow you to recover quickly if you are
impacted.
HOW WE CAN HELP
1. Respond to incidents immediately and serve
as first responders
2. Collect artifacts to discover active infections
and identify entry points
3. Conduct analysis to determine scope of
infection and all impacted systems
4. Initiate recovery operations to eradicate
infection
5. Provide crisis management and strategic
communications
6. Rebuild infrastructure and implement best
practices to prevent repeat attacks
7. Identify techniques, tactics, and procedures
associated with threat actors and coordinate
with law enforcement, if appropriate

FEATURED SUCCESS STORY
E-COMMERCE BILLING & FINANCE
PLATFORM
THE CHALLENGE
At about 3 AM on a Saturday, our Client,
a billing and finance software company,
started to receive critical alerts of a problem
with their network. The Company was hit
by a sophisticated ransomware attack that
encrypted all of their servers and halted critical
business operations, leaving our Client in a race
against the clock to save their company.
OUR INPUT
Within hours, FTI Cybersecurity boarded a
flight to the Client’s office. Immediately upon
arrival, we started hardware imaging and
analysis to determine the strain of ransomware
and available options. Given the risks, we
established the deadline for defeating the
ransomware as 3 AM Tuesday morning,
when negotiations with the malicious actor
would begin. Unfortunately, although the
ransomware was quickly identified, there was
no known way to quickly decrypt the files, so
the call was made to begin negotiations for
payment. Although the Client was prepared
to pay the full ransom demand, we brought in
our Strategic Communications team to craft a
communications plan to negotiate a lower fee.
IMPACT

DOWNLOAD SERVICE SHEET

Our team successfully negotiated a reduced
ransom, saving the Client significant amounts
of money. Our staff worked on this engagement
around the clock for close to three days, until
the decryptor was obtained and the servers
were once again successfully online.
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IN CASE YOU MI SS E D IT
RECENT NEWS
ARMY CYBER INSTITUTE
NAMES FTI CONSULTING AS
INDUSTRY PARTNER IN JACK
VOLTAIC 3.0
FTI Consulting is partnering with
the Army Cyber Institute at West
Point to host the Jack Voltaic 3.0 Cyber Research
Project in Charleston, South Carolina and
Savannah, Georgia. Click to read press release.

THOUGHT LEADERSHIP
2020 CYBERSECURITY
PREDICTIONS: EVOLVING
VULNERABILITIES ON THE
HORIZON
In this article for The Hill, Global
Head of Cybersecurity Anthony
J. Ferrante shares his 2020 cybersecurity
predictions. Click to read the article.
RESILIENCE BAROMETER 2020:
CYBERSECURITY – RESILIENCE
REQUIRES PROACTIVITY
The FTI Consulting Resilience
Barometer 2020 is a report
summarizing our findings from
a survey of companies across the G20. The
report looks at several risk areas, including
cybersecurity. Watch the Head of Cybersecurity,
EMEA share what he thinks is key to achieving
cyber resilience.

CYBERSECURITY

IN THE MEDIA
CYBER ADVERSARIES
CONSTANTLY EVOLVING
In this radio interview with
Bloomberg Daybreak Asia, Head
of Cybersecurity, APAC Kyung
Kim discusses the threat of cyber
warfare in the year ahead. Click to listen to the
interview.
CYBER RESEARCH PROJECT TO
BE HOSTED IN CHARLESTON,
SAVANNAH
The Charleston Regional
Business Journal highlighted FTI
Consulting’s partnership with
West Point’s Army Cyber Institute to hold the third
installment of its Jack Voltaic Cyber Research
Project. Click to read the article.
AP EXPLAINS: NOT ALL CYBER
THREATS EQUALLY WORRISOME
In light of recent cyber activity
reported across the nation,
Global Head of Cybersecurity
Anthony J. Ferrante comments
on type of activity we’re seeing in this AP article.
Click to read the article.

Want to share on social?
Retweet @FTICyber
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IN CASE YOU MI SS E D IT (CONTINU ED)
EXPERTS WARN IRANIANS
COULD ENDANGER AMERICANS
WITH ATTACKS ON SOFT
TARGETS
Global Head of Cybersecurity
Anthony J. Ferrante appeared on
CNN to comment on the various
ways Iran could retaliate against the U.S. for the
killing of Soleimani. Click to watch.

DHS MAY UPDATE TERROR
THREAT ADVISORY AFTER
U.S. KILLING OF TOP IRANIAN
GENERAL
Global Head of Cybersecurity
Anthony J. Ferrante appeared
on CNN’s The Situation Room to discuss the
potential threat of cyber warfare from Iran.

A L O O K BAC K & A H EA D
RECENT EVENTS
ALIS LAW PROGRAM
January 27 | Los Angeles, CA
Ron Yearwood participated
in a panel discussion on
cybersecurity trends and best
practices for the hotel industry.
INCIDENT RESPONSE FORUM
WEST
January 30 | Beverly Hills, CA
Ron Yearwood participated
in a panel discussion on the
preemptive steps to implement
ahead of a data breach.

UPCOMING SPEAKING
ENGAGEMENTS
2020: THE DIGITAL DECADE?
LEADERS IN COMMUNICATIONS
LIVE
February 13 | Singapore
Tom Evrard from Strategic
Communications and Kyung
Kim, Head of Cybersecurity for APAC, will present
on cybersecurity incidents and the importance of
cyber, communications, and legal professionals
working together to prepare for and manage
situations. Click to learn more.
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F O R M OR E I N FO R MA TION
To learn more about FTI Cybersecurity,
please visit:
www.fticybersecurity.com

Follow us on Twitter!
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest
news from around the industry and highlights from our global practice. The Briefing
Book provides team and service offering updates, as well as trends that we are
identifying that may affect your organization. We also highlight case studies that
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize
cutting-edge intelligence-led cybersecurity practices around a trusted core of
comprehensive offerings. Our team enables clients of any size to address their most
critical needs and integrate new solutions atop or alongside any preexisting policies
and programs.
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The views expressed in this newsletter are those of the author(s) and not necessarily the view of
FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

