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WHAT’S TRENDING
AUTONOMOUS VEHICLE CYBERSECURITY &  
NEW MALWARE VARIANTS

CYBERSECURITY

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

DISTRACTED AT THE WHEEL? AUTONOMOUS 
VEHICLE CYBERSECURITY

The future of autonomous vehicles (AV) and 
their safety was the topic of discussion during a 
February 11 meeting of the House Subcommittee 
on Consumer Protection and Commerce. 
Currently, regulation governing AVs does not exist.  
Several groups – committee members, industry 
representatives, and safety groups alike – would 
prefer to keep it that way, as obstacles created 
by complying with regulation would potentially 
hamper innovation and a competitive edge in 
the global market.  However, “all believed that 
there needs to be an emphasis on safety at the 
beginning of the discussion,” and this includes 
cybersecurity concerns (Law Street Media).  
Despite various U.S. Representatives highlighting 
the importance of AV cybersecurity at the 
hearing, “specifically desired measures to ensure 
cybersecurity” were not discussed.  Like with any 
new technology, the corresponding cybersecurity 
risks should not be ignored, especially with 
something that has the potential for widespread 
use.

NOTORIOUS HACKING GROUP WARNING 

On Valentine’s Day, the Cybersecurity and 
Infrastructure Security Agency (CISA), the Federal 
Bureau of Investigation (FBI), and the Department 
of Defense (DoD) released a joint statement 
regarding new variants of malware being used 
by a notorious hacking group linked to the North 
Korean government (CISA).  The group is known 
as Hidden Cobra or the Lazarus Group and has 
been tied to significant cyber attacks, such as the 
Sony breach and the WannaCry epidemic.  The 
use of these malware variants is for phishing and 
remote access attacks for illegal purposes or to 
steal funds.  The joint statement also calls for 
users to prioritize risk mitigation steps to combat 
this serious threat.  CISA has provided Malware 
Analysis Reports for each of the strains involved 
and encourages users to review them.

https://lawstreetmedia.com/tech/house-subcommittee-holds-hearing-on-autonomous-vehicles/
https://www.us-cert.gov/ncas/current-activity/2020/02/14/north-korean-malicious-cyber-activity
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If you would like to learn more, 
please email #FTICybersecurity.

Download Service Sheet

FTI Cybersecurity’s dark web service offering 
gives individuals and businesses clear visibility, 
in near real time, of the type of threats they 
are facing, the current level of exposure, and 
insights into potentially unidentified data leaks 
or breaches.  Utilizing this information and our 
expert analysis allows clients to start building a 
picture of who is targeting them and the methods 
the threat actors are using against them.

HOW WE CAN HELP

Our data collection and analysis efforts involve 
leveraging a variety of tools and methods to 
obtain the most relevant and potentially available 
data.  These service offerings include:

• VIP and Executive Monitoring

• Vulnerability Assessment Overlay

• Risk Profiling and Assessment

• Due Diligence Reporting

• Intelligence Monitoring

• Credential and Account Leak Discovery

DARK WEB MONITORING

FTI Cybersecurity provides an actionable alerting 
mechanism that can automatically notify clients 
when company assets are mentioned on the 
deep and dark web.  We work with the client to 
define and apply dark web monitoring to the most 
critical assets of a company, organization, or high-
value individual.

ADDITIONAL DARK WEB SERVICE FEATURES

We maintain access to a collated database of 
credential leaks, which is built on the automated 
scraping of dark web marketplaces and forums.

We use an Advanced Optical Character 
Recognition mechanism to crawl the deep and 
dark web to identify text within images.

We leverage behavior analytics, artificial 
intelligence, and machine learning to effectively 
collect, process, tag, and store information 
gathered from the dark web.

We perform social media and historical analysis to 
identify who the threat actors are and when they 
are most active on social media.

SERVICE SPOTLIGHT
DARK WEB SERVICES

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
https://fticybersecurity.com/wp-content/uploads/2020/02/FTI-Cybersecurity-Dark-Web.pdf
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IN CASE YOU MISSED IT

RECENT NEWS

FTI CONSULTING EXPANDS GLOBAL 
CYBERSECURITY PRACTICE WITH TWO 
REGIONAL LEADERSHIP APPOINTMENTS

Joshua Burch joins FTI Consulting in London 
as a Senior Managing Director and Head of 
Cybersecurity for the Europe, Middle East, and 
Africa region, and Kyung Kim joins in Seoul 
as a Senior Managing Director and Head of 
Cybersecurity for Asia Pacific.  Click to read 
press release.

IN THE MEDIA

WILL YOUR VOTE COUNT? 
VEIL OF SECRECY MAKES IT 
IMPOSSIBLE FOR FLORIDA 
VOTERS TO KNOW

Global Head of Cybersecurity 
Anthony J. Ferrante was quoted 

in USA Today commenting on the state of voter 
transparency.  Click to read. 

CYBERSECURITY PRO OPINES 
ON HOW WE CAN SECURE 
CRITICAL INFRASTRUCTURE

In this podcast interview for 
Taskforce Radio 7, Head of 
Cybersecurity for the Americas, 

Jordan Rae Kelly, discussed a variety of important 
cybersecurity topics, including the need to secure 
critical infrastructure and election security.  Click 
to listen.

DEMOCRATS PROVE NO ONE 
HAS TO HACK AN ELECTION TO 
CREATE CHAOS
Head of Cybersecurity for the 
Americas, Jordan Rae Kelly, was 
quoted on the election chaos 

of the Iowa caucuses in this Mother Jones article.  
Click to read.

RECENT EVENTS

LAWYERS’ COMMITTEE FOR CIVIL RIGHTS GALA
February 26 | San Francisco, CA

FTI Consulting is proud to sponsor the 2020 Dr. 
Martin Luther King, Jr. Awards Dinner.  The event 
will honor LCCR partners who advocate and fight 
for a more just and equitable world.

Want to share on social? 
Retweet @FTICyber

A LOOK BACK & AHEAD

https://www.fticonsulting.com/about/newsroom/press-releases/fti-consulting-expands-global-cybersecurity-practice-with-two-senior-managing-director-appointments
https://www.fticonsulting.com/about/newsroom/press-releases/fti-consulting-expands-global-cybersecurity-practice-with-two-senior-managing-director-appointments
https://www.usatoday.com/in-depth/news/investigations/2020/02/25/voting-access-florida-sunshine-state-election-security/4866141002/
https://www.voiceamerica.com/promo/episode/121817
https://www.voiceamerica.com/promo/episode/121817
https://www.motherjones.com/politics/2020/02/iowa-results-chaos/
https://www.motherjones.com/politics/2020/02/iowa-results-chaos/
https://twitter.com/FTICyber
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FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

UPCOMING SPEAKING ENGAGEMENTS

EXCLUSIVE DINNER AND 
DISCUSSION ON THE 
GEOPOLITICAL THREAT 
LANDSCAPE
March 4 | Dallas, TX

FTI Consulting will host a private 
dinner for corporate clients to discuss the current 
cyber threat landscape and how enterprises can 
protect their most valuable assets.

YOU’VE BEEN BREACHED: A 
SIMULATED CYBER ATTACK
March 17 | San Francisco, CA

FTI Consulting will co-host a 
simulated data breach with 
Reed Smith for corporate 

senior executives and legal and compliance 
professionals.

NYPD CYBER INTELLIGENCE 
AND COUNTERTERRORISM 
CONFERENCE
March 23 | New York, NY

At this conference for law 
enforcement and intelligence 

agencies around the world, Global Head of 
Cybersecurity Anthony J. Ferrante will participate 
on a panel to discuss the nation-state cyber 
threat.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber

