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WHAT’S TRENDING
STATE-SPONSORED CYBER ATTACKS & 
MYKINGS BOTNET

CYBERSECURITY

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

THE DANGERS OF STATE-SPONSORED CYBER 
ATTACKS

As part of recent antigovernment protests in 
Iran, hundreds of banks were set on fire by 
demonstrators.  Since then, a larger, albeit less 
physical, threat to Iranian banks has emerged.  
A security breach exposed the details of 15 
million debit cards in Iran, targeting the country’s 
three largest banks.  An Iranian government 
official explained the source of the attack 
as a disgruntled insider.  However, outside 
cybersecurity professionals disagree, speculating 
that “a breach of such magnitude was likely the 
work of a state entity aiming to stoke instability, 
not criminals whose objective is blackmail for 
financial gain” (The New York Times).  While 
it’s unknown who is responsible for the attack, 
the highly technical and sophisticated nature 
suggest the work of a nation state, and the 
effects could be damaging for years to come.  
This incident showcases inherent vulnerabilities 
in Iranian financial institutions and could lead to 
additional attacks from malicious actors looking 
to capitalize.

MYKINGS BOTNET: A HACKER’S GOLDMINE 

The MyKings botnet has helped cyber criminals 
steal millions of dollars through a variety of 
scams.  A botnet consists of groups of Internet-
connected devices that are usually used to 
overwhelm their targets by simultaneously 
sending traffic to one location so that it shuts 
down.  The MyKings botnet is versatile and 
capitalizes on several methods to take advantage 
of its victims, including exploiting unpatched 
systems and mining cryptocurrency. Its effects 
are vast, as more than 43,000 IP addresses 
have been infected by the MyKings botnet since 
2017 (CyberScoop).  The result is that hackers 
have stolen $3 million dollars and continue to 
attack systems that fail to upgrade their systems 
and implement proper patching through this 
sophisticated botnet.

https://www.nytimes.com/2019/12/10/world/middleeast/Iran-bank-hacking-protests.html
https://www.cyberscoop.com/mykings-botnet-sophos-smominru/
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WHAT WE OFFER

FTI Cybersecurity offers full notification 
support around any breach.  Our experts work 
in conjunction with your organization or as a 
separate unit to support your response efforts, 
including setting up a call center, developing 
multi-channel communication scripts, and 
providing notification letters to impacted 
consumers.

CUSTOMIZED SOLUTIONS

In-bound Call Center:  Since many of our clients 
do not have the existing infrastructure to handle 
such a large influx of messages, FTI Cybersecurity 
can set up an in-bound call center with unique 
phone numbers for different customer needs 
and in over 30 different language options.  Our 
team will setup the call center, train the staff, and 
handle all escalations of issues, allowing your 
organization to focus directly on handling the 
breach itself.

Effective Messaging:  FTI Cybersecurity will work 
with your organization throughout the breach to 
manage all necessary communications, including 
developing the overall message, drafting the initial 
press release, monitoring the media, creating the 
content for the website, and equipping the call 
center.

Notifications:  FTI Cybersecurity provides 
notification services via email or letter, depending 
on your organization’s needs.

SERVICE SPOTLIGHT
DATA BREACH DISCLOSURE & NOTIFICATION SERVICES

DOWNLOAD SERVICE SHEET

FEATURED SUCCESS STORY
ONLINE FASHION RETAILER 
BREACH

THE CHALLENGE

A major online fashion retailer experienced 
a security breach that affected millions of 
customers.  The cyber attack went undetected, 
allowing the attackers to move freely through 
their systems for over two months.

OUR INPUT

We were hired to identify whether any 
customer data from the breach was posted 
on the dark web.  Using our proprietary tool, 
we were able to quickly identify that this 
information was present on the dark web.

IMPACT

We were able to minimize distribution of 
the data posted on dark web forums, but 
regulations required the client to alert those 
affected of the breach.  Partnering with FTI 
Consulting’s Strategic Communications team, 
we setup an in-bound call center in less than 
a week and developed scripts in multiple 
languages for servicing calls and online chats 
for affected customers.

https://fticybersecurity.com/wp-content/uploads/2019/12/FTI-Cybersecurity-Data-Breach-Disclosure-Notification.pdf
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RECENT EVENTS

WREATHS ACROSS AMERICA
December 14 | Arlington, VA

FTI Cybersecurity, with colleagues from the 
local DC office, participated in Wreaths Across 
America, placing wreaths on graves at Arlington 
National Cemetery to honor the sacrifices made 
by U.S. military members and their families.

RECENT SPEAKING ENGAGEMENTS

FT BANKING SUMMIT
December 4 | London, UK

Joshua Burch participated in a financial cyber 
crime panel discussion, where he made the 
powerful statement, “Online is the new frontline, 
and in this battle, the financial services sector is 
the most attacked industry.”

CYBERSECURITY SUMMIT
December 5 | Los Angeles, CA

At the fourth annual Los Angeles 
Cybersecurity Summit, Ron 
Yearwood participated in a panel 
discussing the common pitfalls 

organizations make when migrating to the cloud 
and how to avoid them.

IN CASE YOU MISSED IT

THOUGHT LEADERSHIP

INVEST NOW, SAVE LATER: THE BEST BUSINESS 
STRATEGY AGAINST CYBER ATTACKS

In this article for the FTI Journal, Senior Managing 
Director Ron Yearwood highlights the importance 
of a proactive approach to mitigating cyber risk 
and how to get started.  Click to read the article.

A LOOK BACK & AHEAD

Want to share on social? 
Retweet @FTICyber

http://ftijournal.com/article/invest-now-save-later-the-best-business-strategy-against-cyber-attacks1
https://twitter.com/FTICyber
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UPCOMING SPEAKING ENGAGEMENTS

ALIS LAW PROGRAM
January 27 | Los Angeles, CA

Ron Yearwood will participate in 
a panel at the Americas Lodging 
Investment Summit (ALIS) 
Law Program.  He will discuss 

alongside experts from Eckert Seamans, Crestline 
Hotels & Resorts, and Beazley Insurance.  Click to 
learn more.

INCIDENT RESPONSE FORUM 
WEST
January 30 | Beverly Hills, CA

Ron Yearwood will participate in 
a panel discussion at this data 
breach response conference for 

legal and compliance professionals.  Click to learn 
more.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://www.burba.com/ALISLaw/Program
https://www.burba.com/ALISLaw/Program
http://www.irforumwest.com/
http://www.irforumwest.com/
https://fticybersecurity.com/
https://twitter.com/FTICyber

