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N OVE MB E R 2019
NATIONAL CRITICAL INFRASTRUCTURE SECURITY &
RESILIENCE MONTH
ARTICLES OF THE MONTH
Maritime
All Hands on Deck: Malware
Is Infecting Cargo Vessels
Arriving in the United States
Cargo vessels are increasingly
arriving to the U.S. with
destructive malware and cyber tools that pose
a threat to the nation’s infrastructure. In this
article, Brian Stites urges the U.S. maritime
industry to take action. Click to read the article.
Healthcare
How Can We Better Protect Our
Medical Devices When It Comes
to Cybersecurity?
In this article, Brian Stites
discusses the cyber risks
associated with pacemakers and other connected
medical devices, and how individuals can better
protect their health-related data. Click to read
the article.

Energy
It’s Time for Electric Utilities to
Re-Energize Their Cybersecurity
Efforts
Private and public agencies are
working to update protective
measures for the U.S. energy sector. In this
article, FTI Cybersecurity’s Jordan Rae Kelly and
Power & Utilities’ Matthew DeCourcey comment
on the state of the issue. Click to read the article.

Want to share on social?
Retweet @FTICyber

WHAT IS CRITICAL INFRASTRUCTURE?
According to the Department of Homeland Security, “critical infrastructure describes the physical
and cyber systems and assets that are so vital to the United States that their incapacity or
destruction would have a debilitating impact on our physical or economic security or public health
or safety.” Critical infrastructure sectors include: Chemical, Communications, Dams, Emergency
Services, Financial Services, Government Facilities, Information Technology, Transportation
Systems, Commercial Facilities, Critical Manufacturing, Defense Industrial Base, Energy, Food and
Agriculture, Healthcare and Public Health, Nuclear Reactors, Materials, and Waste, and Water and
Wastewater Systems.

CYBERSECURITY
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WHAT ’S TR E N D I N G
CRITICAL SYSTEMS & THE AUTO INDUSTRY

HACKERS TARGETING CRITICAL SYSTEMS

AUTO INDUSTRY UNDER ATTACK

A notorious Iranian hacking group, APT33, has
begun targeting industrial control systems for
their attacks. In the past, this group primarily
focused on breaking into traditional IT networks
by testing commonly used passwords across an
endless number of organizations and seeing if
they could gain access in this manner. However,
APT33 has decided to narrow its focus by only
targeting specific organizations and significantly
expand the amount of user accounts they try
to hack at each organization. Among the top
25 targets, roughly half of them fell within
the industrial controls sector. The reason
behind APT33’s shift in focus is unknown, but
the damages to critical infrastructure can
be potentially crippling should an attack be
successful, as seen from a 2015 incident involving
Ukrenergo, Ukraine’s national grid operator. A
malware attack that granted hackers the ability
to control circuit breakers left 225,000 people
without power.

The FBI issued a bulletin to a specific group
of companies warning them of cyber attacks
aimed at the systems and networks of the auto
industry. According to the FBI, these attacks
“have resulted in ransomware infections, data
breaches leading to the exfiltration of personally
identifiable information, and unauthorized access
to enterprise networks.” While the report failed to
mention who the cyber criminals conducting these
attacks are, they did mention the types of threat
vectors used, which include brute force attacks
and phishing scams. As a result, “the automotive
industry likely will face a wide range of cyber
threats and malicious activity in the near future
as the vast amount of data collected by Internetconnected vehicles and autonomous vehicles
become a highly valued target for nation-state and
financially motivated actors,” the FBI added.

HOW FTI CYBERSECURITY CAN HELP
FTI Cybersecurity builds a safer future by helping organizations understand their own environments,
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and
sustainably recover their operations and reputation after an incident.

CYBERSECURITY
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IN CASE YOU MI SS E D IT
AWARDS
CONSULTING MAGAZINE’S
GLOBAL LEADERS IN
CONSULTING FOR 2019
Global Head of Cybersecurity
Anthony J. Ferrante and Global
Chief Executive Officer of FTI
Technology Sophie Ross have been recognized
as Global Leaders in Consulting by Consulting
magazine. Both professionals are being honored
in the Excellence in Execution category.

“Sophie and Anthony are wonderful
professionals who have led their respective
businesses to leading global positions and
continually deliver for our clients on their
largest and most significant matters.”
- Steve H. Gunby,
President and Chief Executive Officer,
FTI Consulting
READ PRESS RELEASE

A L O O K BAC K & A H EA D
RECENT SPEAKING ENGAGEMENTS
AICPA FORENSIC & VALUATION
SERVICES CONFERENCE
November 5 | Las Vegas, NV
Global Head of Cybersecurity
Anthony J. Ferrante, Boris
Richard from Dispute Advisory
Services, and Larry Smith from Forensic
Accounting & Advisory Services participated on
a panel to discuss the developing regulation of
digital assets and activities of various actors in
the crypto markets.
MIDDLE EAST CYBERSECURITY
SEMINAR
November 5 - 7 | Abu Dhabi &
Dubai, UAE
Joshua Burch, Head of
Cybersecurity for the EMEA
region, alongside Paul Walker, and Alpesh Patel
held a cybersecurity breakfast seminar with
Morgan Lewis in Abu Dhabi and Dubai.

CYBERSECURITY

GT UNLV CORPORATE
GOVERNANCE SUMMIT
November 8 | Las Vegas, NV
Greenberg Traurig and the
University of Nevada, Las Vegas
School of Law hosted a Summit
for Corporate Governance. Jordan Rae Kelly
participated as a panelist discussing the lessons
learned from the failure of board oversight in
recent corporate scandals and cybersecurity
gaffes.
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RECENT SPEAKING ENGAGEMENTS
IN-HOUSE COUNSEL:
AN INTEGRAL PART OF
CYBERSECURITY
November 11 | Hong Kong
FTI Hong Kong and the
Association of Corporate
Counsel hosted an informative panel discussion
on the vital role of in-house counsel in managing
and mitigating cybersecurity threats and
risks. Global Head of Cybersecurity, Anthony J.
Ferrante and fellow panelists shared their insights
and experiences dealing with sophisticated
cyber threats and challenges around evolving
regulations.
IN-HOUSE COUNSEL:
AN INTEGRAL PART OF
CYBERSECURITY
November 12 | Singapore
FTI Singapore and the
Association of Corporate Counsel
partnered to host a breakfast seminar, where over
60 senior in-house counsel from corporates and
banks as well as law firms attended. Global Head
of Cybersecurity, Anthony J. Ferrante delivered
a keynote and moderated a distinguished panel
of experts from the Cybersecurity Agency
of Singapore, Standard Chartered Bank (SC
Ventures), and Allen & Gledhill. Newly appointed
Head of Cybersecurity for the Asia-Pacific region,
Kyung Kim, also participated as a panelist.
FTI CYBERSECURITY &
FTI TECHNOLOGY ROUNDTABLE
DINNER
November 12 | Minneapolis, MN
FTI Cybersecurity and FTI
Technology hosted a private
dinner for corporate clients to discuss in-house
counsel’s growing role in cybersecurity risk
management.

NIST CYBERSECURITY
FRAMEWORK, INCIDENT
RESPONSE & CRISIS
COMMUNICATIONS PLANNING
SUMMIT
November 18 | Glen Head, NY
Jonathan Snyder participated in a panel
discussing incident response, business continuity,
and crisis communications.
IN-HOUSE COUNSEL SUMMIT
ON DATA PRIVACY AND
SECURITY
November 18 | Arlington, VA
Jordan Rae Kelly participated
in a panel discussing incident
response planning at an event that provides
in-house counsel with an interactive forum to
learn about data privacy and security policies,
strategies, and tactics that have worked
successfully at their top tier organizations.
DOMESTIC SECURITY ALLIANCE
COUNCIL ANALYST OPEN
HOUSE
November 19 | Washington, DC
Jordan Rae Kelly co-presented
on the evolution of cyber attacks
at the Domestic Security Alliance Council’s Open
House, hosted by Fannie Mae.
INFRAGARD NCR WEBINAR:
THREATS AGAINST MSPS AND
MSSPS
November 20 | Virtual
Dave Best participated in a panel
sharing his insight on the threats
against managed service providers (MSPs) and
managed security service providers (MSSPs) and
what they can do to protect themselves.

CYBERSECURITY
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A L O O K BAC K & A H EA D
UPCOMING SPEAKING ENGAGEMENTS
FT BANKING SUMMIT
December 4 | London, UK
Joshua Burch will participate in a
panel on managing cyber crime
in the financial sector alongside
experts from the Information
Assurance Advisory Council, Santander UK, and
Cyber Defense Alliance. Click to learn more.

F O R M OR E I N FO R MA TION
To learn more about FTI Cybersecurity,
please visit:
www.fticybersecurity.com

Follow us on Twitter!
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest
news from around the industry and highlights from our global practice. The Briefing
Book provides team and service offering updates, as well as trends that we are
identifying that may affect your organization. We also highlight case studies that
show the depth, scope, and nature of work that we do for clients.
About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize
cutting-edge intelligence-led cybersecurity practices around a trusted core of
comprehensive offerings. Our team enables clients of any size to address their most
critical needs and integrate new solutions atop or alongside any preexisting policies
and programs.

CYBERSECURITY

The views expressed in this newsletter are those of the author(s) and not necessarily the view of
FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

