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#BECYBERSMART TIPS OF THE WEEK

Tip #1: Enable two-factor authentication as an 
extra level of security for all of your social media 
accounts.

Tip #2: Keep your software, including your 
mobile and computer operating systems, up-to-
date.  Always install updates as soon as they are 
available to ensure your devices are secure as 
possible.

Tip #3: Block webcams with webcam covers to 
prevent threat actors from spying on you with 
custom malware that can enable your webcam 
to take photos or record videos without your 
knowledge.

Tip #4: If you collect it, protect it.  Any data 
your business collects, including customer and 
employee information, must be safely stored and 
protected.

Tip #5: Regularly back up important data and 
photos to an offline storage device to ensure 
your personal data is preserved in the event of 
a compromise or if your device is lost, stolen, or 
damaged.

ARTICLES OF THE WEEK

Week 1 | Own IT
Keep Your Phone Close — And 
Your Data Closer

With employees depending 
heavily on their mobile devices to 
accomplish business goals, the 

need to keep those devices secure is imperative.  
In this article, David Dunn and Jonathan Snyder 
present best practices for securing your mobile 
device.  Click to read the article.

Week 2 | Secure IT
Secure Your Data by Tightening 
Your Weakest Links

The old adage “you’re only as 
strong as your weakest link” 
is spot-on when it comes to 

safeguarding your computer systems from 
cyber attack.  In this article, Jordan Rae Kelly 
and Angjelo Marku present best practices for 
fortifying basic barriers that secure your most 
sensitive data.  Click to read the article.

Week 3 | Protect IT
Stay Protected While 
Connected: Wi-Fi Safety

Whether at home or in public, 
a Wi-Fi connection may leave a 
window open for nefarious actors 

to climb inside your digital life.  In this article, Ron 
Yearwood and Dave Best present best practices 
for protecting your wireless connection.  Click to 
read the article.

Week 4 | Ask the Expert
How Can I Tell If My Third-
Party Vendors Are Adequately 
Protecting Organizational Data 
From Hackers?

In this article, Global Head of 
Cybersecurity, Anthony J. Ferrante, answers the 
question every organization must confront as 
the risk of a cyber attack grows.  Click to read the 
article.

Want to share on social? 
Retweet @FTICyber

http://ftijournal.com/article/keep-your-phone-close-and-your-data-closer
http://ftijournal.com/article/secure-your-data-by-tightening-your-weakest-links
http://ftijournal.com/article/stay-protected-while-connected-wi-fi-safety
http://ftijournal.com/article/stay-protected-while-connected-wi-fi-safety
http://ftijournal.com/article/ask-the-expert-how-can-i-tell-if-my-third-party-vendors-are-adequately-prot
http://ftijournal.com/article/ask-the-expert-how-can-i-tell-if-my-third-party-vendors-are-adequately-prot
https://fticybersecurity.com/national-cybersecurity-awareness-month-2019/
https://twitter.com/FTICyber
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WHAT’S TRENDING
LACK OF CYBERSECURITY AWARENESS & 
A LIGHTNING CABLE SCAM

SURVEY HIGHLIGHTS LACK OF 
CYBERSECURITY AWARENESS

Two-factor authentication and private browsing, 
basic concepts in the cybersecurity world, 
are not understood by the vast majority of 
Americans, according to a new Pew Research 
Center survey.  Out of more than 4,000 people 
surveyed, only 28 percent were able to correctly 
identify a two-factor authentication example, 
and just 24 percent understood the intention of 
private browsing (Pew Research Center).  Two-
factor authentication is the second of a two-step 
process (the first is a password) needed to gain 
entry to an account and is typically a temporary 
numeric code.  This additional layer of security 
is a standard best practice and should be used 
whenever available.  The startling results of the 
Pew survey shed light on a common concept 
in cybersecurity: you’re only as strong as your 
weakest link.  End-users lacking an understanding 
and awareness of basic cybersecurity tenets – like 
two-factor authentication – should be concerning 
to all organizations, especially since the use of 
personal devices in the workplace has increased.

THINK BEFORE YOU CONNECT

Have you ever used an Apple lightning cable 
(the standard cord used to connect an Apple 
product to a computer) that wasn’t yours?  
Despite looking the same, were you sure that it 
actually was an Apple product and not something 
manufactured by a different entity?  A security 
researcher, MG, has created the O.MG Cable, 
which looks and acts exactly like an Apple cable, 
but has one major difference – a wireless hotspot.  
This allows hackers to connect to the cable and 
essentially control the computer it’s plugged into 
remotely.  MG described its functionality as, “like 
being able to sit at the keyboard and mouse of the 
victim but without actually being there” (VICE).  
These cables are being mass produced and will 
soon be readily available for purchase.  The best 
way to avoid falling victim to a fake Apple lightning 
cable scam is by only using trusted accessories 
and never plugging anything random into your 
device.

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.pewinternet.org/2019/10/09/americans-and-digital-knowledge/
https://www.vice.com/en_us/article/3kx5nk/fake-apple-lightning-cable-hacks-your-computer-omg-cable-mass-produced-sold
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IN CASE YOU MISSED IT

READ PRESS RELEASE

IN THE MEDIA

IBA SEOUL: AFRICA 
EXAMINES CYBERSECURITY 
CONUNDRUMS

African Law & Business 
recapped the panel session at 
the International Bar Association 

(IBA) annual conference in Seoul, where Jordan 
Rae Kelly participated alongside expert lawyers 
who provided their national and regional 
perspectives on the role of lawyers in helping 
design appropriate legislative architecture for 

data security.  Click to read the article.

ENCA VIDEO: THE GLOBAL 
THREAT

In this interview for eNCA, a 
South African news broadcaster, 
Jordan Rae Kelly provided 

commentary on the cybersecurity global threat 
landscape.  Click to watch the video.

SAFM: BATTLE AGAINST CYBER 
CRIME

In this radio interview for SAfm, 
a South African national public 
radio station, Jordan Rae Kelly 
discussed how governments are 

building cyber resiliency today and where gaps 
still remain.  Click to listen to the interview.

CNBC AFRICA VIDEO: WHY 
CYBER CRIME REMAINS A TOP 
CONCERN FOR SA BUSINESSES

In this interview for CNBC Africa, 
Jordan Rae Kelly provided 
commentary on the importance 

of cyber resiliency and how organizations can 
improve their cybersecurity posture.  Click to 
watch the interview.

PLAYING WITH FIRE: 
GLOBAL OFFENSIVE CYBER 
OPERATIONS

Global Head of Cybersecurity 
Anthony J. Ferrante discusses 
the dangers associated with 

offensive cyber measures and why the world is 
“playing with fire” in this op-ed for The Hill.  Click 
to read the article.

AWARDS

CONSULTING MAGAZINE’S 
WOMEN LEADERS IN 
CONSULTING FOR 2019

Managing Director Katie 
Donnelly has been recognized 
as one of Consulting magazine’s 

Women Leaders in Consulting for 2019.  Katie 
has been recognized in the Client Service 
category, which honors professionals who have 
distinguished themselves in the area of client 
satisfaction.  Congratulations, Katie!

“Katie is an integral leader in FTI 
Consulting’s Cybersecurity practice.  Her 
expertise has helped secure some of our 
most complex engagements, and she 
consistently exceeds client expectations.  
It is my pleasure to congratulate her on 
this well-deserved accomplishment.”

- Anthony J. Ferrante,
Global Head of Cybersecurity

https://www.fticonsulting.com/about/newsroom/press-releases/fti-consultings-katie-r-donnelly-recognized-as-a-woman-leader-in-consulting-by-consulting-magazine
https://www.africanlawbusiness.com/news/10184-ibaseoul-africa-examines-cybersecurity-conundrums
https://www.youtube.com/watch?v=h5VPAUK0tWY
https://iono.fm/e/752303
https://www.cnbcafrica.com/videos/2019/10/02/why-cybercrime-remains-a-top-concern-for-sa-businesses/
https://www.cnbcafrica.com/videos/2019/10/02/why-cybercrime-remains-a-top-concern-for-sa-businesses/
https://thehill.com/opinion/cybersecurity/467701-playing-with-fire-global-offensive-cyber-operations
https://thehill.com/opinion/cybersecurity/467701-playing-with-fire-global-offensive-cyber-operations
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A LOOK BACK & AHEAD

RECENT SPEAKING ENGAGEMENTS

FTI SOUTH AFRICA
September 30 - October 4 | 
Johannesburg, South Africa

Jordan Rae Kelly, alongside 
EMEA Chairman Kevin Hewitt 
and Head of EMEA Markets 

Alpesh Patel, attended several events hosted by 
FTI South Africa.  Jordan also led a simulated 
data breach exercise and participated in a 
breakfast seminar hosted by Invest Africa.  Click 
to read about the current cybersecurity landscape 
in South Africa.

DISRUPTED STATE OF THE 
HEALTHCARE INDUSTRY
October 7 | New York, NY

At this afternoon seminar hosted 
by Kirkland & Ellis and FTI 
Consulting’s Corporate Finance 

segment, Anthony J. Ferrante participated in a 
fireside chat to discuss the cybersecurity trends 
impacting healthcare businesses.

NY METRO JOINT CYBER 
SECURITY CONFERENCE
October 10 | New York, NY

Brian Stites and Paul Ferrillo, 
Shareholder at Greenberg 
Traurig, discussed cybersecurity 

threats to the maritime and aviation industries.

ABA’S 8TH ANNUAL WHITE 
COLLAR CRIME INSTITUTE
October 14 - 15 | London, UK

Meredith Griffanti from Strategic 
Communications participated 
as a panelist in a session on 

cyber crisis management and incident response 
readiness.

PRIVACY + SECURITY FORUM
October 15 | Washington, DC

Anthony J. Ferrante participated 
on a panel addressing, “Best 
Practices for Preparing a 
Ransomware-Related Cyber 
Incident Response Plan.”

CYBERSECURITY, DATA BREACH 
& DATA PRIVACY FORUM
October 17 | Sydney, AU

Chris Hatfield from FTI 
Technology presented on the 
various aspects of cyber event 
readiness.

INSTITUTIONAL INVESTOR 
LEGAL FORUM FALL 
ROUNDTABLE
October 24 | Washington, DC

Anthony J. Ferrante participated 
on a panel to discuss 

the evolving cyber threat landscape, how 
organizations are responding, and the role of the 
legal function in managing risk.

BLUE PLAN GENERAL 
COUNSEL’S ROUNDTABLE
October 24 | Washington, DC

Jordan Rae Kelly participated in 
a panel on social engineering for 
top affiliates of Blue Cross Blue 
Shield.

DENTONS 5TH ANNUAL 
GOTHAM INSURANCE 
SYMPOSIUM
October 24 | New York, NY

David Dunn participated on a 
panel to discuss the future of 
cyber insurance.

https://www.fticonsulting-emea.com/insights/articles/cybersecurity-resilience-south-africa
https://www.fticonsulting-emea.com/insights/articles/cybersecurity-resilience-south-africa
https://www.fticonsulting-emea.com/insights/articles/cybersecurity-resilience-south-africa
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A LOOK BACK & AHEAD (CONTINUED)

RECENT EVENTS

WOMEN IN CYBERSECURITY RECEPTION
October 24 | Washington, DC

FTI Cybersecurity was proud to be a Gold Sponsor 
of The CyberWire’s Women in Cybersecurity 
Reception, an annual networking event that 
highlights and celebrates the value and successes 
of women in the cybersecurity industry.

UPCOMING EVENTS & 
SPEAKING ENGAGEMENTS

NATIONAL CRITICAL 
INFRASTRUCTURE SECURITY 
AND RESILIENCE MONTH

In 2013, President Obama 
proclaimed November to be 
National Critical Infrastructure 

Security and Resilience Month.

FTI Cybersecurity will recognize the month 
with weekly articles focused on various critical 
infrastructure industries, the threats they face, 
and how we can best protect their integrity.  Click 
to learn more.

AICPA FORENSIC & VALUATION 
SERVICES CONFERENCE
November 5 | Las Vegas, NV

Global Head of Cybersecurity 
Anthony J. Ferrante, Boris 
Richard from Dispute Advisory 

Services, and Larry Smith from Forensic 
Accounting & Advisory Services will participate 
on a panel to discuss the developing regulation 
of digital assets and activities of various actors in 
the crypto markets.  Click to learn more.

GT UNLV CORPORATE 
GOVERNANCE SUMMIT
November 8 | Las Vegas, NV

Greenberg Traurig and the 
University of Nevada, Las Vegas 
School of Law are hosting a 

Summit for Corporate Governance.  Jordan Rae 
Kelly will participate as a panelist to discuss the 
lessons learned from the failure of board oversight 
in recent corporate scandals and cybersecurity 
gaffes.  Click to learn more.

FTI ASIA
November 11 - 15 | APAC

Anthony J. Ferrante will 
participate in several events 
across the APAC region, including 
presentations for the Association 

of Corporate Counsel and a presentation at FTI 
Consulting’s senior leadership offsite.

FTI CYBERSECURITY & 
FTI TECHNOLOGY ROUNDTABLE 
DINNER
November 12 | Minneapolis, MN

FTI Cybersecurity and FTI 
Technology will host a private 

dinner for corporate clients to discuss in-house 
counsel’s growing role in cybersecurity risk 
management.

https://obamawhitehouse.archives.gov/the-press-office/2013/10/31/presidential-proclamation-critical-infrastructure-security-and-resilienc
https://obamawhitehouse.archives.gov/the-press-office/2013/10/31/presidential-proclamation-critical-infrastructure-security-and-resilienc
https://fvc.aicpastore.com/
https://www.gtlaw.com/en/events/2019/11/gt--unlv-present-summit-for-corporate-governance
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To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

DOMESTIC SECURITY ALLIANCE 
COUNCIL ANALYST OPEN 
HOUSE
November 19 | Washington, DC

Jordan Rae Kelly will participate 
in the annual open house held 

by the Domestic Security Alliance Council, a 
strategic partnership between the US government 
and the private industry.

REED SMITH & FTI 
CONSULTING FINTECH 
SEMINAR
November 20 | New York, NY

FTI Consulting will partner with 
Reed Smith on several panels in 

this half day peer-to-peer forum focused on hot-
button issues in the financial technology industry.

https://fticybersecurity.com/
https://twitter.com/FTICyber

