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SERVICE SPOTLIGHT
VIRTUAL CHIEF INFORMATION SECURITY OFFICER 

WHAT WE OFFER

The virtual Chief Information Security Officer 
(vCISO) is a deployable, managed service 
that connects top level security experts with 
organizations that need cybersecurity experience 
and guidance, with flexibility and scalability that 
could not otherwise be achieved.

PRACTICAL ADVANTAGES OF A VCISO

Subject Matter Expertise: Our cybersecurity 
experts have significant experience across 
many information security programs, in both 
strategic and tactical roles.  These highly-
experienced, industry-certified experts ensure 
that your organization is receiving cutting-edge 
cybersecurity guidance in every part of your 
business.

Continuous Improvement: The cyber-threat 
landscape is constantly evolving.  We pursue 
advanced certifications and participate in 
formal courses and conferences that build 
professional knowledge and keeping us tied to the 
cybersecurity community.

Flexible Solutions: We recognize that the 
cybersecurity needs of your company may vary at 
different times.  We tailor our services to help you 
achieve your near and long-term goals.

Small Investment, Long-Term Benefit: The 
market demand for cybersecurity talent, coupled 
with the cost-effective option of a vCISO, 
creates a compelling value proposition for every 
organization to make the investment now.  The 
vCISO model is a great preventative measure that 
any company can consider, regardless of their 
cybersecurity budget.

DOWNLOAD SERVICE SHEET

FEATURED SUCCESS STORY
INTERIM VCISO

THE CHALLENGE

One of the largest distributors of Caterpillar 
equipment in the Middle East and North Africa 
fell victim to a business email compromise and 
cybersecurity breach that resulted in over $10 
million in wire transfer fraud.

OUR INPUT

In response, we deployed a dedicated expert 
to immediately act as the interim CISO.  The 
vCISO helped build the Company’s 
cybersecurity strategy and align cybersecurity 
policies and practices with industry standards.  
We also implemented an incident response plan 
and introduced various tools, procedures, and 
capabilities.

THE RESULT

We seamlessly transitioned the work to an in-
house leader by onboarding a new, dedicated 
CISO.  Additionally, we trained new staff on 
proper cybersecurity policies and procedures.  
The Company is now able to better protect 
themselves from risk exposure from the cyber-
threat landscape.

https://fticybersecurity.com/wp-content/uploads/2019/09/FTI-Cybersecurity-Virtual-Chief-Information-Security-Officer.pdf
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WHAT’S TRENDING
BUSINESS EMAIL COMPROMISE AND RANSOMWARE

CYBERSECURITY

$26 BILLION GOING, GOING, GONE...

In a recent announcement from the FBI, more than 
$26 billion has been lost over the past three years 
as a result of business email compromise (BEC) 
scams (FBI).  This scam targets small, medium, 
and large businesses and individual employees, 
typically with the intent to conduct unauthorized 
transfer of funds.  “Based on financial data, 
banks located in China and Hong Kong remain 
the primary destinations of fraudulent funds.  
However, the Federal Bureau of Investigation has 
seen an increase of fraudulent transfers sent to 
the United Kingdom, Mexico, and Turkey” (FBI).  
While some subjects may use spoofing to entice 
employees to conduct these transfers, others may 
infiltrate and gain access to redirect funds from 
one account to another.  In order to reduce the 
risk of BEC, employee training is key to educate 
personnel on what to look for and how to protect 
their personal information.

ONE ATTACK: MANY AFFECTED

In order to save on costs, small and medium-
sized businesses often leverage managed 
service providers (MSPs) to handle their IT 
needs.  Unfortunately, there have been a series of 
ransomware attacks on MSPs this year, resulting 
in loss of business and damaged reputations 
for their clients and for themselves.  The remote 
management of IT within an organization brings 
many vulnerabilities, and hackers have exploited 
these vulnerabilities to infiltrate multiple 
organizations with a single attack through MSPs.  
“By failing to provide clients with reliable backups 
or to maintain their own cybersecurity, and in 
some cases paying ransoms when alternatives 
are available, they may in effect reward criminals 
and give them an incentive to strike again” 
(ProPublica).  To mitigate the risk of ransomware, 
MSPs should take proactive measures, including 
vulnerability assessments and penetration testing, 
to evaluate their cybersecurity posture.

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.ic3.gov/media/2019/190910.aspx
https://www.ic3.gov/media/2019/190910.aspx
https://www.propublica.org/article/the-new-target-that-enables-ransomware-hackers-to-paralyze-dozens-of-towns-and-businesses-at-once
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Want to share on social? 
Retweet @FTICyber

RECENT SPEAKING ENGAGEMENTS

ACC SPORTS AND 
ENTERTAINMENT 
CONFERENCE
September 6 | Santa Monica, 
CA

Ron Yearwood discussed cyber 
risk management with Robert Kang, General 
Counsel for Southern California Edison, in a 
presentation geared to entertainment and media 
lawyers.

CHILLI IQ LAWTECH SUMMIT
September 12 | Queensland, 
Australia

Chris Hatfield from FTI 
Technology gave a presentation 
on data-driven event readiness 

and the value in taking a proactive approach at 
Australia’s leading legal technology event.

TACTICS TO COMBAT PRIVACY 
ENFORCEMENT ACTIONS 
& INDIVIDUAL CLAIMS 
FOLLOWING DATA BREACHES
September 24 - 25 | Palo Alto 
and San Francisco, CA

Ron Yearwood participated in a CLE program 
alongside partners from Akin Gump.  The 
program examined key litigation and enforcement 
risks that may arise in the post-breach context 
and what general counsel can do now to mitigate 
those risks.

IBA ANNUAL CONFERENCE
September 26 | Seoul, South Korea

Jordan Rae Kelly participated as a panelist to 
discuss the role of lawyers in developing and 
implementing new legislative frameworks with 
respect to data protection and cybersecurity.

AWARDS

EMPLOYERS SUPPORT FOR 
THE GUARD AND RESERVE 
2019 RECOGNITION DINNER
September 12 | Arlington, VA

FTI Consulting was awarded 
the Seven Seals award which is 

“presented in recognition of significant individual 
or organizational achievement, initiative, or 
support that promotes and supports the ESGR 
mission.”  Team members from FTI Cybersecurity 
attended the dinner, and Jonathan Snyder, 
member of the National Guard, accepted the 
award on the firm’s behalf.

A LOOK BACK & AHEAD

https://twitter.com/FTICyber
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UPCOMING EVENTS & SPEAKING 
ENGAGEMENTS

NATIONAL CYBERSECURITY 
AWARENESS MONTH (NCSAM)

In October 2004, NCSAM was started by the 
National Cyber Security Alliance and the U.S. 
Department of Homeland Security as a 
collaborative effort between the government and 
industry to help Americans stay safer and more 
secure online.

This year’s theme is “Own IT. Secure IT. Protect 
IT.”  FTI Cybersecurity will post articles and tips 
each week to promote cybersecurity awareness 
and safety for all organizations and individuals.  
Click to learn more.

FTI SOUTH AFRICA
September 30 - October 4 | 
Johannesburg, South Africa

Jordan Rae Kelly, alongside 
EMEA Chairman Kevin Hewitt 
and Head of EMEA Markets 

Alpesh Patel, will attend several events hosted 
by FTI Consulting South Africa.  Jordan will also 
lead several simulated data breach exercises for 
various industries and participate in a breakfast 
seminar hosted by Invest Africa.

DISRUPTED STATE OF THE 
HEALTHCARE INDUSTRY
October 7 | New York, NY

At this afternoon seminar hosted 
by Kirkland & Ellis and FTI 
Consulting’s Corporate Finance 

segment, Anthony J. Ferrante will participate in a 
fireside chat to discuss the cybersecurity trends 
impacting healthcare businesses.

NY METRO JOINT CYBER 
SECURITY CONFERENCE
October 10 | New York, NY

Anthony J. Ferrante and 
Paul Ferrillo, Shareholder at 
Greenberg Traurig, will discuss 

cybersecurity threats in their session on maritime 
and aviation cybersecurity.  Click to learn more.

ABA’S 8TH ANNUAL WHITE 
COLLAR CRIME INSTITUTE
October 14 - 15 | London, UK

Meredith Griffanti from Strategic 
Communications will participate 
as a panelist in a session on 

cyber crisis management and incident response 
readiness.  Click to learn more.

PRIVACY + SECURITY FORUM
October 15 | Washington, DC

Anthony J. Ferrante will 
participate on a panel 
addressing, “Best Practices 
for Preparing a Ransomware-

Related Cyber Incident Response Plan.”  Click to 
learn more.

A LOOK BACK & AHEAD

https://staysafeonline.org/ncsam/
http://www.nymjcsc.org/index.html
https://www.americanbar.org/events-cle/mtg/inperson/371672097/
https://www.privacysecurityacademy.com/psf-conference/
https://www.privacysecurityacademy.com/psf-conference/
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FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

WOMEN IN EDISCOVERY
October 17 | Washington, DC

Jordan Rae Kelly will participate 
in a cybersecurity incident 
response panel at the DC 
Chapter meeting.

INSTITUTIONAL INVESTOR 
LEGAL FORUM FALL 
ROUNDTABLE
October 24 | Washington, DC

Anthony J. Ferrante will 
participate on a panel to 

discuss the evolving cyber threat landscape, how 
organizations are responding, and the role of the 
legal function in managing risk.  Click to learn 
more.

FTI CONSULTING & REED 
SMITH SIMULATED DATA 
BREACH
October 24 | San Francisco, CA

FTI Cybersecurity and Strategic 
Communications will co-host 

a simulated data breach with Reed Smith for 
corporate clients to attend.

6TH ANNUAL WOMEN IN CYBER 
SECURITY RECEPTION
October 24 | Washington, DC

FTI Cybersecurity is proud 
to be a Gold Sponsor of The 
CyberWire’s Women in Cyber 

Security Reception, an annual networking 
event that highlights and celebrates the value 
and successes of women in the cybersecurity 
industry.  Click to learn more.

A LOOK BACK & AHEAD

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber
https://www.iimemberships.com/Legal-Forum/Fall-Roundtable-1
https://www.iimemberships.com/Legal-Forum/Fall-Roundtable-1
https://thecyberwire.com/events/s/6th-annual-women-in-cyber-security-reception.html

