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WHAT’S TRENDING
CONNECTED VEHICLES AND ELECTION SECURITY 

SMART DEVICES GONE WRONG: CONNECTED 
VEHICLES

The proliferation of smart devices has made them 
commonplace in our everyday lives and have 
significantly increased efficiencies.  Unfortunately, 
these devices are often built without security 
in mind and have vulnerabilities that malicious 
actors can easily exploit.  As frightening as 
the idea of a hacker listening to personal 
conversations by accessing a smart speaker in 
your home is, the consequences are not as severe 
compared to the potential for a hacker infiltrating 
a connected car.  You can imagine the damages of 
not being able to steer or brake, or the car rapidly 
accelerating.  A recent report from Consumer 
Watchdog mentions the threat of hackers taking 
control of millions of cars quickly through the 
discovery of a particular exploit that can be used 
on other car types as well (CPO Magazine).  The 
possibilities of a fleet of vehicles that can be 
operated remotely has widespread implications, 
from mass disruption to terrorist activities.

WILL IT HAPPEN AGAIN? 2020 ELECTION 
SECURITY

Robert Mueller’s recent Capitol Hill testimony 
furthered the continued focus on the 2016 
presidential election and the success a foreign 
entity had on manipulating the results.  However, 
this should not distract our attention from 
the 2020 election and these same actors – 
and possibly other nation states – trying to 
accomplish this feat again.  The extent and 
sophistication of potential interference cannot 
be understated, especially if these attacks are 
coordinated.  In response, our electoral systems 
and processes require significant resources 
and attention to make them more secure.  
Cooperation between the public and private 
sectors is likely necessary to increase protections 
and security.  If not, the integrity of the vote could 
be questioned, creating a chaotic environment 
among our government and citizens.  “We’re 
all here fighting the last war, when we really 
should be bracing ourselves for the coming one” 
(Nextgov).

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.cpomagazine.com/cyber-security/connected-cars-a-new-and-dangerous-vector-for-cyber-attacks/
https://www.nextgov.com/cybersecurity/2019/08/heres-what-foreign-interference-will-look-2020/159107/
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ABOUT OUR OffeRing

WHAT WE OFFER

Our compliance services are focused on 
ensuring that your organization meets its unique 
compliance requirements while maximizing 
return on cybersecurity investment.  The web of 
potentially overlapping compliance and regulatory 
regimes that call into play cybersecurity matters 
can be daunting, but our experts leverage a global 
network to support clients to:

• Conduct a regulatory gap assessment to 
identify necessary changes that need to be 
made to achieve compliance;

• Assess their data environment, security 
infrastructure, and existing cybersecurity 
policies, procedure, and processes;

• Design a control development and revision 
strategy that will recommend technology 
solutions, human resources, and policy 
changes; and,

• Aid in the implementation of recommended 
solutions to achieve compliance.

WHY FTI CYBERSECURITY

FTI Cybersecurity is engineered to synthesize 
cutting-edge cybersecurity practices with a 
trusted core of comprehensive offerings, enabling 
clients of any size to address their most critical 
needs, and integrate new solutions into any 
preexisting policies and programs.

Our team is led by experts with decades of 
experience at the highest levels of government, 
law enforcement, and global private sector 
institutions.

We help clients of any size address their most 
critical needs and integrate new solutions atop or 
alongside pre-existing policies and programs to 
address cyber threats.

REGULATION-SPECIFIC OPTIONS

• Defense Foreign Acquisition Regulatory 
Supplement (DFARS) Compliance Assessment

• Health Insurance Portability and 
Accountability Act (HIPAA) Cybersecurity 
Compliance

• Securing International Traffic in Arms 
Regulations (ITAR) – Controlled Information

• General Data Protection Regulation (GDPR) 
Cybersecurity Assessment and Data Breach 
Response

• New York Department of Financial Services 
(DFS) Cybersecurity Requirements

• Payment Card Industry (PCI) Data Security 
Standard (DSS)

SERVICE SPOTLIGHT
COMPLIANCE SERVICES

If you would like to learn more, please 
email #FTICybersecurity.

Download Service Sheet

CYBERSECURITY

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
http://images.info.fticonsulting.com/Web/FTIConsultingInc/{1e18a5d8-c912-4b8a-a90f-20d0b7ae98d4}_FTI_Cybersecurity--Compliance_Preparedness.pdf
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RECENT THOUGHT LEADERSHIP

SECURING HEALTHCARE: 
TODAY’S CYBER THREAT 
LANDSCAPE

The unfortunate reality is that 
the healthcare industry faces 
tremendous risks from cyber 

threats due to a combination of dangerous 
factors.  In this article, Jordan Rae Kelly and 
Jonathan Snyder analyze those factors and how 
they contribute to the industry’s cyber risk.  Click 
to read the article.

IN THE MEDIA

FORMER FBI AGENT SOUNDS 
ALARM ON CYBERSECURITY

Anthony J. Ferrante sat down 
with Fordham News to discuss 
the inception of the International 
Conference on Cyber Security 

(ICCS) and his participation at the 2019 event, 
where he participated in a panel on election 
security.  Click to listen to the podcast.

BREAKING NEWS IN EL PASO
As a CNN law enforcement analyst, Anthony J. 
Ferrante shared his perspective on the El Paso 
shooting investigation.

FORMER FBI OFFICIAL: ‘SIGNIFICANT STEP’ 
THAT FBI IS TAKING LEAD ON DAYTON
Anthony J. Ferrante commented on the FBI’s 
involvement in the Dayton mass shooting on CNN.  
Click to watch the segment.

CLICK TO READ THE PRESS RELEASE

FTI CONSULTING CONTINUES CYBERSECURITY PRACTICE GROWTH WITH 
APPOINTMENT OF INDUSTRIAL CONTROL SYSTEMS EXPERT

Brian Stites has joined the firm’s Cybersecurity 
practice as a Managing Director, bringing more 
than 20 years of cybersecurity experience in high-
level roles in the defense, government, and private 
sectors, with a specific expertise in industrial 
control systems across the defense, energy, metro 
infrastructure, aviation, space, and transportation 
sectors.

At FTI Consulting, Mr. Stites will assist clients with 
cyber infrastructure preparedness, cyber incident 
response and coordination, risk management, 
strategic investments, policy and compliance, 
investigations, and crisis management.

“Brian brings a unique mix of talent from 
the private sector, federal, and state levels, 
and the Department of Defense that will 
further enhance the depth of skills that 
allows us to help companies, law firms, and 
governments prepare for and respond to 
continually evolving cyber threats.” 
- Anthony J. Ferrante, Global Head of 
Cybersecurity

IN CASE YOU MISSED IT

Brian M. Stites
Managing Director
Washington, DC
brian.stites@fticonsulting.com

http://ftijournal.com/article/the-healthcare-industry-needs-a-cybersecurity-booster-shot
http://ftijournal.com/article/the-healthcare-industry-needs-a-cybersecurity-booster-shot
https://news.fordham.edu/university-news/former-fbi-agent-sounds-alarm-on-cyber-security/
https://www.cnn.com/videos/tv/2019/08/06/lead-mudd-ferrante-live-jake-tapper.cnn
https://www.fticonsulting.com/about/newsroom/press-releases/fti-continues-cybersecurity-practice-growth-appointment-industrial-control-systems-expert
https://www.fticonsulting.com/our-people/brian-m-stites
mailto:brian.stites%40fticonsulting.com?subject=
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Want to share on social? 
Retweet @FTICyber

RECENT SPEAKING ENGAGEMENTS

DEF CON® 27
August 9 | Las Vegas, NV

At the world’s longest running and largest 
underground hacking conference, Anthony J. 
Ferrante participated in the Ethics Village.  During 
an hour-long Coffee Talk, Anthony discussed his 
cybersecurity experience and point of view on 
election security.

UPCOMING EVENTS & SPEAKING 
ENGAGEMENTS

ACC SPORTS AND 
ENTERTAINMENT CONFERENCE
September 6 | Santa Monica, 
CA

Ron Yearwood will discuss 
cyber risk management with 

Robert Kang, General Counsel for Southern 
California Edison.  The presentation will be geared 
to entertainment and media lawyers at the 
Association of Corporate Counsel’s Sports and 
Entertainment Conference.  Click to learn more.

ACC CONTINUING LEGAL 
EDUCATION
September 24 | Palo Alto, CA
September 25 | San Francisco, 
CA

Ron Yearwood will participate 
in a CLE program “Tactics to Combat Privacy 
Enforcement Actions & Individual Claims 
Following Data Breaches” alongside partners from 
Akin Gump.  The program will take a deep dive into 
the key litigation and enforcement risks that may 
arise in the post-breach context and what general 
counsel can do now to mitigate those risks.  Click 
to learn more.

IBA ANNUAL CONFERENCE
September 26 | Seoul, South 
Korea

Jordan Rae Kelly will participate 
as a panelist to discuss the role 
of lawyers in developing and 

implementing new legislative frameworks with 
respect to data protection and cybersecurity.  She 
will be joined by Luke Dembosky from Debevoise 
& Plimpton, Aderinsola Fagbure from Esher & 
Majarios, and Alice Namuli-Blazevic from Katende 
Ssempebwa & Co. Advocates.  Click to learn more.

A LOOK BACK & AHEAD

https://twitter.com/FTICyber
https://www.acc.com/education-events/2019/september-6-2019-sports-and-entertainment-conference
https://www.acc.com/chapters-networks/chapters/san-francisco-bay-area/events
https://www.acc.com/chapters-networks/chapters/san-francisco-bay-area/events
https://www.ibanet.org/Conferences/Seoul-2019.aspx
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CYBERSECURITYThe views expressed in this newsletter are those of the author(s) and not necessarily the view of 
FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber

