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WHAT’S TRENDING
INVESTORS TO FOCUS ON CYBERSECURITY AND 
CYBER ATTACK FINANCIAL DAMAGES RISE 

CYBERSECURITY GUIDING INVESTMENT 
DECISIONS

Today, cybersecurity is not strongly emphasized 
in the due diligence process executed by 
investors.  However, it’s an important component 
in any organization – from vendor relationships 
to product development to internal networks 
and monitorships.  But who is responsible for 
driving cybersecurity innovation and resilience 
within an organization?  The World Economic 
Forum (WEF) seeks to place that role in the 
hands of investors, by incentivizing “responsible 
and secure innovation” through a “framework 
to measure and address cybersecurity issues” 
(CPO Magazine).  By placing an emphasis on 
cybersecurity in the investment process, the WEF 
hopes to drive prioritization from the top down.  If 
investors focus on mitigating cybersecurity risk, 
company leadership will follow suit to remain 
attractive targets for investment – all of which 
further promotes building a safer and more 
secure world.

$46 BILLION LOST DUE TO CYBER ATTACKS IN 
2018

In 2018, it is estimated that more than 2 million 
cyber incidents occurred, which is down from the 
year prior, but the financial impacts from various 
attack methods rose significantly, as reported 
in a recent study by the Internet Society’s 
Online Trust Alliance (OTA).  The “financial 
impact of ransomware rose by 60%, losses from 
business email compromise (BEC) doubled, 
[and] cryptojacking incidents (the unauthorized 
use of others’ computing resources to conduct 
cryptomining) more than tripled” (OTA).  While 
these statistics are estimates and not exact, they 
do suggest that malicious cyber criminals are able 
to do more financial damage with fewer attacks.  
Understanding this evolution in the threat 
landscape is critical to assess your organization’s 
risk profile and how an incident could affect your 
business. It is not a matter of “if” but “when” 
– when will your organization experience an 
incident, and are you prepared to handle it?

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.cpomagazine.com/cyber-security/new-wef-report-outlines-role-of-the-investor-in-boosting-global-cybersecurity/
https://www.internetsociety.org/resources/ota/2019/2018-cyber-incident-breach-trends-report/
https://www.internetsociety.org/resources/ota/2019/2018-cyber-incident-breach-trends-report/
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ABOUT OUR OffeRing

COULD YOUR ORGANIZATION SURVIVE A 
CYBER ATTACK

Cyber attacks are often designed to compromise 
all versions of data including backups. Would your 
organization be capable of continuing to operate 
if critical data was destroyed? What about attacks 
that hinder normal business functions like a 
Distributed Denial of Service (DDoS) attack or 
ransomware? Being able to combat the full range 
of cyber threats requires not just risk mitigation 
processes, but also a proper business continuity 
plan that has been implemented and tested in 
advance.

WHY FTI CYBERSECURITY

FTI Cybersecurity is engineered to synthesize 
cutting-edge cybersecurity practices with a 
trusted core of comprehensive offerings, enabling 
clients of any size to address their most critical 
needs, and integrate new solutions into any 
preexisting policies and programs.

Our team is led by experts with decades of 
experience at the highest levels of government, 
law enforcement, and global private sector 
institutions.

We help clients of any size address their most 
critical needs and integrate new solutions atop or 
alongside pre-existing policies and programs to 
address cyber threats.

HOW WE CAN HELP

• Provide practical, best-in-class business 
continuity planning solutions

• Improve cyber resilience and ability to meet 
governmental mandates, advisories, and 
directives for operational recovery

• Help organizations assess their maturity 
against best practices in BCM governance

• Guide the implementations necessary for 
organizations to improve their security 
posture

• Develop and exercise cloud-hosted cyber 
incident response plans

• Post-breach recovery – help identify lessons 
learned and apply them in business continuity 
and disaster recovery plans

• Implement hot swappable systems to ensure 
affected components can be removed without 
the machine/network being shutdown

• Establish system failover planning processes, 
allowing operations to be conducted on 
duplicative machines/networks so business is 
not stalled

SERVICE SPOTLIGHT
BUSINESS CONTINUITY SERVICES

If you would like to learn more, please 
email #FTICybersecurity.

Download Service Sheet

CYBERSECURITY

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
http://images.info.fticonsulting.com/Web/FTIConsultingInc/{d5c998a4-d071-4ed9-a2ab-101a9279466a}_FTI_Cybersecurity--Business_Continuity.pdf
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RECENT THOUGHT LEADERSHIP

THE COSTLY RISK EVERYONE 
FORGETS ABOUT IN M&A

Due diligence in mergers and 
acquisitions has traditionally 
centered on financial, 
organizational structure, 

operational, or contractual risks; however, 
assessing cyber risk is now just as vital.  In this 
article, Ron Yearwood and Dave Best discuss the 
importance of cyber risk due diligence and what 
to be mindful of during M&A.  Click to read the 
article.

TECHNOLOGY, THE ENTERPRISE 
OR THE USER: WHICH OWNS 
MOBILE SECURITY?
Not too long ago, it was one 
desktop for a household of four.  
Now it’s four devices per person 

– and that may even be an understatement for 
some.  In this article, George Platsis outlines what 
you need to know to manage mobile security 
within your enterprise.  Click to read the article.

IN THE MEDIA

AI IS BOTH A FRIEND AND FOE 
IN CYBERSECURITY

Anthony J. Ferrante explains 
how artificial intelligence can 
bolster corporate cybersecurity 
programs while also facilitating 

cyber attacks in this article for Connected World.  
Click to read the article.

WHO KNOWS BEST?

Anthony J. Ferrante was quoted 
in an excerpt from Politico 
regarding election security risk, 
which he recently discussed 
in a panel at the International 

Conference on Cyber Security.  Click to read the 
excerpt.

SENATE INTEL REPORT WARNS 
OF ONGOING ELECTION THREAT

Anthony J. Ferrante appeared 
on CNN to discuss Russia’s 
interference in the 2016 
presidential election and the 

ongoing threats we may face in the 2020 election.

RECENT NEWS

GEORGE PLATSIS JOINS 
FACULTY OF HPC #CYBERTANK

George Platsis recently 
onboarded as faculty at High 
Performance Counsel for their 
#CyberTank.

RECENT SPEAKING ENGAGEMENTS

ANNUAL OSAC TOPICAL 
FORUM
July 10 | Arlington, VA

Jordan Rae Kelly shared her 
perspective on safeguarding 
digital assets abroad with 

members from the Overseas Security Advisory 
Council at their annual forum.

IN CASE YOU MISSED IT

http://ftijournal.com/article/the-costly-risk-everyone-forgets-about-in-ma
http://ftijournal.com/article/the-costly-risk-everyone-forgets-about-in-ma
https://securityintelligence.com/articles/technology-the-enterprise-or-the-user-which-owns-mobile-security/
https://connectedworld.com/july-ai-is-both-friend-and-foe-in-cybersecurity/
https://www.politico.com/newsletters/morning-cybersecurity/2019/07/24/muellers-big-day-will-likely-address-election-security-693170
https://www.politico.com/newsletters/morning-cybersecurity/2019/07/24/muellers-big-day-will-likely-address-election-security-693170
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RECENT SPEAKING ENGAGEMENTS

INTERNATIONAL CONFERENCE ON CYBER 
SECURITY (ICCS)
July 22 - 25 | New York, NY

FTI Cybersecurity was a gold sponsor of ICCS 
2019, hosted by the FBI and Fordham University. 

Anthony J. Ferrante participated in a panel 
discussion on the cyber risks to election systems.  
The panel was moderated by ABC reporter 
Mike Levine, and Anthony was joined by several 
esteemed panelists from the National Security 
Agency, Election Systems & Software, and Tusk 
Holdings.

Jordan Rae Kelly moderated a panel discussion 
on maritime cybersecurity with fellow panelists 
from Greenberg Traurig, the U.S. Navy, and the 
U.S. Coast Guard.

NETWORKS UNDER ATTACK: 
CYBERSECURITY INCIDENT 
RESPONSE
July 30 | Webinar

Jordan Rae Kelly and Patrick 
Burke, Head of Data Technology 

& Cybersecurity at Phillips Nizer LLP, discussed 
the importance of developing an incident 
response plan, and what simple procedures an 
organization can use to identify, respond to, and 
mitigate the effects of a cyber incident.

UPCOMING EVENTS & SPEAKING 
ENGAGEMENTS

DEF CON 27
August 9 | Las Vegas, NV

At the world’s longest running 
and largest underground 
hacking conference, Anthony 
J. Ferrante will participate in 

the Voting Village, a forum for white hat hackers, 
government leaders, and members of the media 
to partake in the mission of rigorously researching 
voting systems and raising awareness of voting 
vulnerabilities.

A LOOK BACK & AHEAD
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CYBERSECURITYThe views expressed in this newsletter are those of the author(s) and not necessarily the view of 
FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber

