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WHAT’S TRENDING
VULNERABILITY ALERT AND SOCIAL MEDIA ESPIONAGE 

WANNACRY? NOT AGAIN...

You likely remember the WannaCry ransomware 
attack of May 2017 that affected “computer 
networks in more than 150 countries and more 
than 200,000 people” (The Washington Post).  
The reason the attack was so prolific was 
because cyber criminals were able to exploit 
a publicly known vulnerability, one that could 
have been resolved with patch management 
but was left unaddressed in many systems.  A 
similar vulnerability has been discovered, named 
BlueKeep, which has the potential to quickly and 
effectively distribute malware.  “Right now, it is 
only a matter of time until someone publishes a 
working exploit or a malware author starts selling 
one on the underground markets.  Should that 
happen, it will probably become very popular 
among less skilled cybercriminals and also a 
lucrative asset for its originator” (ESET).  Learn 
from the outcome of WannaCry and patch your 
systems as soon as possible to avoid falling victim 
to BlueKeep.

WHO’S REALLY IN YOUR SOCIAL NETWORK?

Countries have been spying on each other for 
centuries, and just as technology has advanced, 
so have espionage tactics.  Today, a successful 
operation can be completed by a simple click of 
a link.  Spies are using social media to connect 
with their targets by creating fake profiles of 
seemingly legitimate individuals.  Case in point, 
the LinkedIn profile of Katie Jones.  This account 
was able to connect with “a deputy assistant 
secretary of state, a senior aide to a senator 
and the economist Paul Winfree, who is being 
considered for a seat on the Federal Reserve,” 
despite not being a real person (AP).  Spies are 
turning to the Internet do their reconnaissance 
and recruiting, since they can quickly scale 
the number of people they target, versus more 
traditional in-person techniques.  Further, experts 
believe that the face used in the profile picture for 
the Katie Jones LinkedIn account was built using 
artificial intelligence to create a realistic image of 
an imaginary person.  Similar to phishing emails, 
think twice before hitting “accept” on a LinkedIn 
request.

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.washingtonpost.com/business/economy/more-than-150-countries-affected-by-massive-cyberattack-europol-says/2017/05/14/5091465e-3899-11e7-9e48-c4f199710b69_story.html?utm_term=.7e2acd73cfa0
https://www.welivesecurity.com/2019/05/22/patch-now-bluekeep-vulnerability/
https://www.apnews.com/bc2f19097a4c4fffaa00de6770b8a60d
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WHY PERSONAL CYBERSECURITY 
PROTECTION IS IMPORTANT

Cybersecurity risks are often associated with 
large organizations, but family offices and high-
profile individuals are also prime targets for cyber 
criminals.  Reliance on mobile devices and home 
offices to conduct mission critical business needs 
has become more prevalent, and malicious actors 
will take advantage of these new entry points to 
access your information and capital.  Using the 
experience gained by defending Fortune 100 
companies, FTI Cybersecurity assists individuals 
with the same world-class service right in their 
home.

WHY FTI CYBERSECURITY

FTI Cybersecurity has an integrated team of 
cybersecurity experts, developers, and data 
analysts with extensive investigative experience.  
Drawing from both government and the private 
sector, our experts routinely tackle large-
scale analytic challenges requiring complex, 
custom technical solutions.  Our team regularly 
constructs and leverages technical platforms to 
collect, analyze, and correlate data in demanding 
environments requiring precision and speed.

Our experts help clients of any size address their 
most critical needs and integrate new solutions 
atop or alongside pre-existing policies and 
programs to address cyber threats.

WHAT WE OFFER

Properly combating threats and mitigating 
risks requires the development of a thorough 
cybersecurity plan.  Using all available 
information gathered from in-person interviews, 
onsite reviews, and a dark web assessment, 
our team develops a cybersecurity plan that is 
customized to the individual’s unique profile.  This 
ensures that the individual has proper protections 
in place from cyber criminals with malicious 
intent.  Additionally, our experts can perform 
VIP monitoring to scan for potential threats and 
mitigate these risks before the cyber criminal has 
a chance to strike.

SERVICE SPOTLIGHT
PERSONAL CYBERSECURITY PROTECTION 
FOR FAMILY OFFICES & HIGH-PROFILE 
INDIVIDUALS

If you would like to learn more, please 
email #FTICybersecurity.

Download Service Sheet

CYBERSECURITY

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
http://images.info.fticonsulting.com/Web/FTIConsultingInc/{609c5edb-2ecf-450e-986c-f1f4bedb2800}_FTI_Cybersecurity--Personal_Cybersecurity_Protection_for_High-Profile.pdf
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RECENT THOUGHT LEADERSHIP

WHAT TO KNOW ABOUT 
CHINA’S NEW CYBERSECURITY 
INSPECTIONS

China recently introduced 
new provisions to a 2017 
cybersecurity law that allows 

Chinese state agencies the legal right to perform 
remote penetration tests on any organization 
operating in China that conducts Internet-related 
business and uses more than five Internet-
connected computers.  Jordan Rae Kelly detailed 
what businesses need to know.  Click to read the 
article.

IN THE MEDIA

CYBERSECURITY FIRM BACKED 
BY BIG GERMAN COMPANIES 
ILLUSTRATES THE BENEFIT OF 
POOLING RESOURCES

Anthony J. Ferrante was quoted 
in an article in the Wall Street 

Journal’s Pro Cybersecurity newsletter about how 
companies can benefit from pooling resources to 
combat ever-evolving cyber threats.

NEW YORK FINANCIAL 
REGULATOR GEARS UP 
FOR CYBERSECURITY 
INVESTIGATIONS

Jordan Rae Kelly commented on 
the New York State Department 

of Financial Services’ new cybersecurity unit and 
what it means for businesses from a regulatory 
standpoint in an article in the Wall Street Journal’s 
Pro Cybersecurity newsletter.

IN CASE YOU MISSED IT

RECENT SPEAKING ENGAGEMENTS

SECURITY & RISK LEADERSHIP ACADEMY
June 5 | Skytop, PA

At a three-day course hosted by Gavin de Becker 
& Associates, Anthony J. Ferrante discussed with 
fellow security leaders the current cybersecurity 
threats we face, how to mitigate cybersecurity 
risk within an organization, and the return on 
cybersecurity investments.

IOT SECURITY SUMMIT
June 12 | Webinar

Jordan Rae Kelly discussed the 
Internet of Things (IoT) threats 
facing the healthcare sector, as 
well as strategies for managing 

and mitigating cyber risks.  Click to view the 
webinar.

A LOOK BACK & AHEAD

https://www.law360.com/articles/1163723
https://www.law360.com/articles/1163723
https://www.brighttalk.com/webinar/iot-threats-vulnerabilities-in-healthcare
https://www.brighttalk.com/webinar/iot-threats-vulnerabilities-in-healthcare
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A LOOK BACK & AHEAD (CONTINUED)

RECENT SPEAKING ENGAGEMENTS 
(CONTINUED)

SWISS IT LEADERSHIP FORUM
June 23 | Saint Paul de Vence, 
France

At this exclusive event for 
leading executives, Jordan 
Rae Kelly delivered the 

opening keynote with FBI Legal Attaché Bill 
Peterson.  They discussed the current threat 
landscape, emerging trends, and specific tactics 
organizations can adopt to bolster existing data 
security, incident prevention, and response 
strategies.

IG3 MID-ATLANTIC 
CONFERENCE
June 26 | Washington, DC

FTI Cybersecurity and Strategic 
Communications participated 
in an incident response panel 

that discussed how and why timely and effective 
breach reporting matters and how to discuss a 
big cyber breach in the manner best to minimize 
reputational harm.

UPCOMING EVENTS & SPEAKING 
ENGAGEMENTS

INTERNATIONAL CONFERENCE 
ON CYBER SECURITY (ICCS 
2019)
July 22 - 25 | New York, NY

FTI Cybersecurity is proud to 
be a gold sponsor of ICCS 2019, 

hosted by the FBI and Fordham University.

Anthony J. Ferrante will participate in a panel 
discussion on the cyber risks to election systems.  
The panel will be moderated by CNN reporter 
Shimon Prokupecz, and Anthony will be joined 
by several esteemed panelists from the Center 
for Strategic and International Studies, Election 
Systems & Software, and Tusk Holdings.

Jordan Rae Kelly will participate in a panel 
discussion on the current and life-threatening 
issues in maritime cybersecurity.

FTI Cybersecurity is also sponsoring a reception 
for conference attendees.

Click to learn more.

THE RED PARTY HOSTED BY 
HER JUSTICE
July 24 | New York, NY

FTI Cybersecurity, Data 
& Analytics, and Forensic 
Accounting Advisory Services 

are proud to join Gibson and Dunn as sponsors of 
this great fundraising event.  Her Justice stands 
with women living in poverty in New York City by 
recruiting and mentoring volunteer lawyers to 
provide free legal help to address individual and 
systemic legal barriers.  Click to learn more.

https://iccs.fordham.edu/
https://herjustice.org/2019-red-party/
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FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

FOR MORE INFORMATION

https://fticybersecurity.com/
https://twitter.com/FTICyber

