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BuzzFeed Prevails in Russian Tech 
Mogul’s Steele Dossier Case

FEATURED SUCCESS STORY
BUZZFEED WINS DOSSIER DEFAMATION LAWSUIT

THE SITUATION

The “Steele Dossier,” also commonly known as 
the “Trump Dossier,” was a private intelligence 
report developed by Christopher Steele, a 
former head of the Russia desk inside of British 
Intelligence.  The dossier was a collection of 
memos Steele prepared in 2016 that became 
part of opposition research efforts during the 
2016 U.S. presidential election.  BuzzFeed 
was the first news organization to publish 
the dossier.  However, the company was later 
sued by a Russian billionaire and technology 
executive, who was mentioned in the dossier, for 
alleged defamation.  Facing litigation, BuzzFeed 
retained FTI Cybersecurity to assess whether the 
plaintiff’s infrastructure was used in the cyber 
attacks on Democratic Party leadership.

OUR INPUT

Anthony J. Ferrante served as an expert witness 
in the case.  FTI Cybersecurity’s forensic analysis 
discovered that the plaintiff’s businesses and its 
affiliated web hosting companies were used as 
gateways to the Internet for cyber criminals and 
Russian state-sponsored actors to launch and 
control large-scale malware campaigns over the 
past decade without fear of repercussion.  For 
example, FTI Cybersecurity’s analysis determined 
that “Russian cyber espionage groups” used the 
plaintiff’s platform to “support malicious spear 
phishing campaigns against the Democratic 
Party leadership.”

The FTI Cybersecurity team determined that, 
based on documentation produced during 
discovery and deposition transcripts, the 
plaintiff and associated executives did not 
appear to actively prevent cyber criminals 
from using their infrastructure.  Minimal, if any, 
investigations were performed by the plaintiff 
when their infrastructure was cited in high profile 
government or private security firm reports.

The investigative findings were reflected in 
Ferrante’s expert report and described within his 
testimony.

IMPACT

In December 2018, BuzzFeed won the case on summary judgment.  The ruling judge dismissed the 
defamation lawsuit, and it was deemed BuzzFeed’s publishing of the dossier was “fair and true.” 
Although our report did not factor into the judge’s analysis, it confirmed that certain allegations from 
the dossier were in fact accurate.

Anthony J. Ferrante
Global Head of Cybersecurity
Washington, DC
ajf@fticonsulting.com

https://www.fticonsulting.com/our-people/anthony-j-ferrante
mailto:ajf%40fticonsulting.com?subject=
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WHAT WE OFFER

FTI Cybersecurity’s Assessment and Incident 
Response Retainer provides recurring proactive 
cybersecurity services to identify vulnerabilities, 
harden gaps, and stay ahead of the curve, coupled 
with dedicated incident response services that 
can be rapidly deployed to any global location.  
From monthly fixed fee to no-cost retainers, we 
work with your organization to evaluate your 
specific needs and tailor solutions that enhance 
security and resilience against your unique 
cybersecurity risks.

FOR CORPORATES AND LAW FIRMS

Our Assessment and Incident Response Retainer 
is ideal for corporates and law firms seeking to 
improve their current cybersecurity posture and 
incident response capabilities.  FTI Cybersecurity 
will swiftly respond to contain an incident, 
determine the scope of impact, identify the root 
cause, mitigate identified gaps, and sustainably 
recover operations.

OUR RETAINER INCLUDES

• Dedicated incident response & investigative 
services

• Regular vulnerability assessments & 
penetration testing

• Flex hours to be used as needed 

• Cybersecurity network defense & internal 
controls audit

• Policy review & design

• Threat-hunting operations

• Incident preparedness & response planning

• C-suite & board advisory

• Table-top exercises

• Employee training

NO-COST RETAINER OPTION

• 24/7 access to incident response hotline

• Initial contact within four (4) hours

SERVICE SPOTLIGHT
CYBERSECURITY ASSESSMENT & INCIDENT 
RESPONSE RETAINER

If you would like to learn more, please 
email #FTICybersecurity.

Download Service Sheet

CYBERSECURITY

mailto:%23FTICybersecurity%40fticonsulting.com?subject=
http://images.info.fticonsulting.com/Web/FTIConsultingInc/{ed02b00b-f54e-4875-8f4e-9abbd4d39d74}_FTI_Cybersecurity--Assessment_and_Incident_Response_Retainer.pdf
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WHAT’S TRENDING
ISLAND HOPPING AND  
VULNERABILITIES IN VPN APPLICATIONS 

ISLAND HOPPING – NOT THE VACATION KIND

Island hopping is the term used for when cyber 
criminals infiltrate smaller organizations – 
who usually are easier to infiltrate due to less 
sophisticated defense systems – and leverage 
them to gain access to their actual target 
company.  This is not a new attack vector, but 
malicious actors increasingly used this technique 
in 2018, and it is expected to continuing growing 
this year (ITPro).  Once the cyber criminals 
have infiltrated the smaller organization, they 
effectively camp out and use the existing trust 
between the two entities to access the networks 
and systems of the main target.  This can lead 
to entire databases or even supply chains to 
be compromised.  Malware and phishing are 
common attack vectors, but hackers are also 
using access points created by Internet of Things 
(IoT) devices to achieve island hopping success.  
These devices are generally built without security 
in mind and can easily be exploited.  Complicating 
the issue further, cyber criminals often cover 
their tracks to remove signs of their presence on 
the networks they infiltrate, making it difficult to 
realize that you’ve been breached.

VULNERABILITIES IN VPN APPLICATIONS

The Department of Homeland Security issued 
an alert on April 12 detailing “information on a 
vulnerability affecting multiple Virtual Private 
Network (VPN) applications.  An attacker could 
exploit this vulnerability to take control of an 
affected system” (CERT Coordination Center).  
The vulnerability is related to the improper 
storage of tokens and cookies that are used to 
authenticate the user of the VPN application.  
Essentially, the applications are used to create 
tokens or cookies after a user enters their 
password so that it can be stored, preventing the 
user from inputting their password whenever they 
need to login.  The vulnerability in these VPN apps 
allows the tokens to be stolen, letting malicious 
actors gain access to accounts without needing 
to enter a password.  Some of the affected VPN 
application vendors have released patches to 
address this issue, but others have not yet taken 
action.  At a minimum, two-factor authentication 
should be implemented, in addition to patching, 
if available, to prevent the exploitation of the VPN 
vulnerability.

HOW FTI CYBERSECURITY CAN HELP

FTI Cybersecurity builds a safer future by helping organizations understand their own environments, 
harden their defenses, rapidly and precisely hunt threats, holistically respond to crises, and 
sustainably recover their operations and reputation after an incident.

https://www.itpro.co.uk/cyber-attacks/33200/island-hopping-the-latest-security-threat-you-should-be-aware-of
https://www.us-cert.gov/ncas/current-activity/2019/04/12/Vulnerability-Multiple-VPN-Applications
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Ron Yearwood
Senior Managing Director
San Francisco, CA
ron.yearwood@fticonsulting.com

Ron Yearwood has joined the firm’s Cybersecurity 
practice as a Senior Managing Director, bringing 
30 years of cybersecurity and law enforcement 
expertise.

Mr. Yearwood, who is based in San Francisco, 
most recently served as the FBI’s chief hacker 
in charge of the most advanced reactive and 
proactive technical operations.  In this capacity, 
Mr. Yearwood directed the FBI’s national Network 
Intrusion Rapid Incident Response team, which 
was responsible for managing hundreds of 
successful engagements.  He also led the FBI 
Cyber Division’s advanced digital forensics and 
malware analysis teams, bringing a full spectrum 
network intrusion incident response capability 
to bear against the nation’s most advanced 
persistent threats.

At FTI Consulting, Mr. Yearwood will be 
responsible for the development of the firm’s 
Cybersecurity practice on the West Coast.  He 
also will oversee the practice’s vulnerability 
assessment program, including advanced 
penetration testing and hunt team operations.

“The additions of Ron and Jordan 
highlight our commitment to 
providing access to experts who 
have experience working on the front 
lines of cybersecurity, at the highest 
levels.” – Anthony J. Ferrante, Global Head of 

Cybersecurity

IN CASE YOU MISSED IT
FBI’S CHIEF HACKER JOINS FTI CYBERSECURITY’S 
GROWING PRACTICE

CYBERSECURITY

CLICK TO READ THE PRESS RELEASE

RECENT THOUGHT LEADERSHIP

BUSINESS EMAIL COMPROMISE: HOW TO 
AVOID BECOMING A VICTIM

Emails impersonating legitimate individuals for 
nefarious purposes, also known as business 
email compromise (BEC), is a rapidly growing 
threat.  We described why it should be a concern 
and how to protect against an attack or respond 
if an attack is successful.  Click to read the 
article.

https://www.fticonsulting.com/our-people/ron-yearwood
mailto:ron.yearwood%40fticonsulting.com?subject=
https://www.fticonsulting.com/about/newsroom/press-releases/fbis-chief-hacker-joins-fti-consultings-growing-cybersecurity-practice
https://highperformancecounsel.com/cyber_ferrillo_and_ferrante/
https://highperformancecounsel.com/cyber_ferrillo_and_ferrante/
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A LOOK BACK & AHEAD

Want to share on social? 
Retweet @FTICyber

IN THE MEDIA

EXPERTS DETAIL ALLEGED 
INTRUDER’S SOPHISTICATED 
TOOLS

In this CNN video, Anthony J. 
Ferrante detailed the functions 
and sophistication of some of 
the high-tech devices carried 

by an alleged Mar-A-Lago intruder.
Click to watch the video.

WIKILEAKS FOUNDER 
JULIAN ASSANGE FACING 
EXTRADITION TO U.S. ON 
CONSIPRACY CHARGE AFTER 
DRAMATIC ARREST

Anthony J. Ferrante went 
on CNN to provide a law 

enforcement perspective on the Julian Assange 
arrest in London.

“CLOSE COLLABORATOR” OF 
ASSANGE UNDER ARREST; 
LOOKING FOR RUSSIANS WHO 
MAY HAVE WORKED WITH 
ASSANGE

Anthony J. Ferrante went 
on CNN to provide a law 

enforcement perspective on the Julian Assange 
arrest in London.

RECENT SPEAKING ENGAGEMENTS

INCIDENT RESPONSE FORUM 
2019 
April 10 | Washington, DC

At this data breach response 
conference for legal and 
compliance professionals, 
Jordan Rae Kelly moderated 

the afternoon keynote with Assistant Attorney 
General for the National Security Division, U.S. 
Department of Justice, John C. Demers.

PATENT DISPUTES FORUM 
2019 
April 17 | Menlo Park

Ron Yearwood participated 
in a panel, “Counseling 
Clients That Are Developing 
Emerging Technologies” which 

addressed hot topics around artificial intelligence, 
blockchain, intellectual property, data protection, 
and more.

IN CASE YOU MISSED IT (CONTINUED)

https://twitter.com/FTICyber
https://www.cnn.com/videos/politics/2019/04/09/sophisticated-electronic-equipment-mar-a-lago-security-breach-todd-dnt-tsr-vpx.cnn
https://www.cnn.com/videos/politics/2019/04/09/sophisticated-electronic-equipment-mar-a-lago-security-breach-todd-dnt-tsr-vpx.cnn
https://www.cnn.com/videos/politics/2019/04/09/sophisticated-electronic-equipment-mar-a-lago-security-breach-todd-dnt-tsr-vpx.cnn
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UPCOMING EVENTS & 
SPEAKING ENGAGEMENTS

KING & SPALDING’S 6TH ANNUAL 
CYBERSECURITY & PRIVACY SEMINAR
May 1 | Atlanta

Jordan Rae Kelly will participate in a panel, 
“Practical and Legal Considerations for State-
Sponsored Economic Espionage and Trade Secret 
Theft.”  Click to learn more.

SECURITIES ENFORCEMENT FORUM WEST
May 9 | East Palo Alto

Anthony J. Ferrante will participate in a panel, 
“Cybersecurity Disclosure and Enforcement: Will 
the SEC Drop the Hammer in 2019?”
Click to learn more.

FORENSIC SERVICES SECTION JOINT 
SECTIONS MEETING
May 17 | Los Angeles

Ron Yearwood will participate in a panel with 
FLC and Tech on “How Data Privacy Laws Affect 
Consumers, Businesses, and Service Providers 
– A Discussion on California’s New Data Privacy 
Law.”  Click to learn more.

KING & SPALDING’S CYBERSECURITY & PRIVACY 
SEMINAR
May 21 | London

Jordan Rae Kelly will participate on a cyber-
resiliency panel discussing how best to prepare 
for and manage emerging threats and any 
necessary incident response.  Click to learn more.

To learn more about FTI Cybersecurity, 
please visit: 
www.fticybersecurity.com

Follow us on Twitter! 
@FTICyber

FOR MORE INFORMATION

The FTI Cybersecurity Briefing Book is your monthly window into the latest 
news from around the industry and highlights from our global practice.  The Briefing 
Book provides team and service offering updates, as well as trends that we are 
identifying that may affect your organization.  We also highlight case studies that 
show the depth, scope, and nature of work that we do for clients.

About FTI Cybersecurity
FTI Cybersecurity’s structure and capabilities are engineered to synthesize 
cutting-edge intelligence-led cybersecurity practices around a trusted core of 
comprehensive offerings.  Our team enables clients of any size to address their most 
critical needs and integrate new solutions atop or alongside any preexisting policies 
and programs.

The views expressed in this newsletter are those of the author(s) and not necessarily the view 
of FTI Consulting, its management, its subsidiaries, its affiliates, or its other professionals.

A LOOK BACK & AHEAD (CONTINUED)

https://kslawemail.com/283/4924/pages/agenda.asp
http://www.enforcementforum.com/
https://www.calcpa.org/events-and-programs/event-details?id=b2b05666-3fdd-4439-a88d-c9ff7a36a95e
https://kslawemail.com/283/4894/pages/summary.asp?sid=085fa94c-f162-440b-896c-25c0966ee9fc
http://www.fticybersecurity.com/
https://twitter.com/FTICyber

